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WEAPONS OF MASS DESTRUCTION: BOL- 
STERING DHS TO COMBAT PERSISTENT 
THREATS TO AMERICA 


Tuesday, July 14, 2015 

U.S. House of Representatives, 

Committee on Homeland Security, 

Subcommittee on Cybersecurity, 
Infrastructure Protection, and Security 

Technologies, and 

Subcommittee on Emergency Preparedness, 

Response, and Communications, 

Washington, DC. 

The subcommittees met, pursuant to call, at 2:09 p.m., in Room 
311, Cannon House Office Building, Hon. John Ratcliffe [Chairman 
of the Subcommittee on Cybersecurity, Infrastructure Protection, 
and Security Technologies] presiding. 

Present from Subcommittee on Cybersecurity, Infrastructure Pro- 
tection, and Security Technologies: Representatives Ratcliffe, Perry, 
Donovan, Richmond, Jackson Lee, and Langevin. 

Present from Subcommittee on Emergency Preparedness, Re- 
sponse, and Communications: McSally, Walker, Loudermilk, Payne, 
Watson Coleman, and Rice. 

Mr. Ratcliffe. The Subcommittee on Cybersecurity, Infrastruc- 
ture Protection, and Security Technologies and the Subcommittee 
on Emergency Preparedness, Response, and Communications will 
come to order. 

Both subcommittees are meeting jointly to consider the Depart- 
ment of Homeland Security’s proposal to reorganize its chemical, 
biological, radiological, nuclear, and explosive activities into a con- 
solidated CBRNE office. 

During the Cold War years, the threat of nuclear annihilation 
was universally recognized. Today, there is an equally terrifying 
but persistent WMD threat. But the forms that such weapons could 
take and the bad actors seeking to obtain them have vastly ex- 
panded. Today’s threat comes from Iran’s pursuit of a nuclear 
weapon, as well as the rise of ISIS and other terrorist organiza- 
tions that are seeking to acquire chemicals, biological agents, radio- 
logical or nuclear material to use it to set off a bomb in one of our 
major cities. 

While such an attack may not result in total annihilation, it 
would be a major public health and safety catastrophe, as well as 
an economic and psychological blow to the entire country. 

Today’s threat is illustrated by several evolving situations un- 
folding across the globe. The current nuclear deal just announced 

( 1 ) 
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today with Iran, if approved, could increase the amount of nuclear 
material throughout the volatile Middle East if Iran is in fact al- 
lowed to retain a certain amount of enriched uranium. 

Separately, Russia has recently announced it’s pulling out of a 
decades-old Reagan administration INF Treaty which limited the 
number of nuclear weapons between the two countries. Russia has 
since moved to modernize and increase its stockpile, thereby mak- 
ing the availability of nuclear and radiological material that much 
greater. 

Simultaneously, Middle Eastern countries, like Saudi Arabia, are 
building 16 new nuclear plants even as they struggle to battle rad- 
ical Islamists within their own borders. 

While these are greater geopolitical issues, the implications of 
the WMD threat to the U.S. homeland are immense. Since the col- 
lapse of the Soviet Union, Russia has struggled to keep tabs on its 
radiological and nuclear material across Eastern Europe. The cur- 
rent nuclear negotiations with Iran and the proliferation of nuclear 
material across the Middle East raises similar concerns of oper- 
ational control of these sensitive materials. 

This is all happening at a time when ISIS is propagating a call 
for terrorist plots here in the United States and is taking control 
of large pieces of territory across Iraq, Syria, and North Africa. 
Terrorists and militant groups have long had an interest in using 
a WMD to attack U.S. interests, especially those including chem- 
ical, biological, radiological, or nuclear materials. ISIS has made its 
ambition known that it wishes to obtain WMD material and use it 
in an attack. 

Underscoring the very real possibility of this threat, Australian 
intelligence officials have publicly stated their belief that ISIS has 
already seized enough material from government facilities, hos- 
pitals, and universities in Iraq and Syria to build a dirty bomb. 

Currently, the Department of Homeland Security is organized to 
address the WMD threat through several different offices and di- 
rectorates: The Office of Health Affairs, or OHA, the Domestic Nu- 
clear Detection Office, DNDO, and elements of the Science and 
Technology, or S&T, Directorate. 

This fragmentation is in contrast to other departments and Fed- 
eral agencies across the U.S. Government that have centralized 
WMD defense programs and have clear focal points for interagency 
collaboration. One of the major concerns we’ve heard with the cur- 
rent structure is that DHS doesn’t have the stature and voice that 
it should among all of the agencies that are working to address 
these threats. 

In September 2013, DHS was directed by Congress to undertake 
an in-depth review of its WMD programs. The review also required 
recommendations to improve its organizational structure to be 
more effective. Unfortunately, the committee only received this re- 
port less than a month prior to this hearing, meaning that it’s 
nearly 2 years late. 

I’ve had the opportunity to sit down with Dr. Gowadia, the direc- 
tor of DNDO, numerous times during my short tenure as Chairman 
and as part of my oversight responsibilities to learn how DNDO op- 
erates and works with its stakeholders, both domestically and 
internationally. One thing that I have concluded and have heard 
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repeatedly from others is that the current DNDO model works, 
something which, unfortunately, can’t be said right now about 
every DHS office. 

In support of the opinion that DNDO is one of the most effective 
offices within the Department, the most recent 2014 edition of “The 
Best Places to Work in the Federal Government” ranked DNDO 
11th out of 314 agency subcomponents. This success is built on 
leadership, a clear mission, and a well-functioning organizational 
structure. While DNDO hasn’t always been a benchmark of suc- 
cess, the organization has certainly matured, and it’s matured into 
a model that I think should be replicated throughout the Depart- 
ment. 

Now, Chairman McSally and I have convened our subcommittees 
here today to examine whether the DHS proposal to reorganize will 
support the shared opinion of most that the Department of Home- 
land Security should be doing more to guard against WMD threats. 
While the proposal to Congress lays out several different options 
and a proposed recommendation for how the Department would re- 
organize, we hope to hear more today about this proposed reorga- 
nization and how it will address gaps and strengthen the Depart- 
ment’s posture towards WMD threats, and we, frankly, hope to 
hear some specifics. 

I want to thank Chairman McSally for joining me in this effort, 
and I thank the witnesses for being here today. 

[The statement of Chairman Ratcliffe follows:] 

Statement of Chairman John Ratcliffe 
July 14, 2015 

During the Cold War years, the threat of nuclear annihilation was universally rec- 
ognized. Today, there is an equally terrifying and persistent WMD threat, but the 
forms such weapons could take and the bad actors seeking to obtain them have 
vastly expanded. Today’s threat comes from Iran’s pursuit of a nuclear weapon, as 
well as the rise of ISIS and other terrorist organizations that are seeking to acquire 
chemicals, biological agents, radiological, or nuclear material to use it to set off a 
weapon in one of our major cities. While such an attack may not result in total anni- 
hilation, it would be a major public health and safety catastrophe, as well as an eco- 
nomic and psychological blow to the entire country. 

Today’s threat is illustrated by several evolving situations unfolding across the 
globe. The current nuclear deal being negotiated with Iran could increase the 
amount of nuclear material throughout the volatile Middle East if Iran is allowed 
to retain a certain amount of enriched uranium. Separately, Russia has recently an- 
nounced it is pulling out of a decades-old Reagan Administration INF treaty, which 
limited the number of nuclear weapons between the two countries. Russia has since 
moved to modernize and increase its stockpile, thereby making the availability of 
nuclear and radiological material that much greater. Simultaneously, Middle East- 
ern countries like Saudi Arabia are building 16 new nuclear plants even as they 
struggle to battle radical Islamists within their own borders. 

While these are greater geopolitical issues, the implications for the WMD threat 
to the U.S. homeland are immense. Since the collapse of the Soviet Union, Russia 
has struggled to keep tabs on its radiological and nuclear material across Eastern 
Europe. The current nuclear negotiations deal with Iran and the proliferation of nu- 
clear material across the Middle East raises similar concerns of operational control 
of these sensitive materials. 

This is all happening at a time when ISIS is propagating a call for terrorist plots 
in the United States and taking control of large pieces of territory across Iraq, 
Syria, and North Africa. Terrorists and militant groups have long had an interest 
in using a WMD to attack U.S. interests, especially those including chemical, bio- 
logical, radiological, or nuclear materials. ISIS has made its ambition known that 
it wishes to obtain WMD material and use it in an attack. Underscoring the real 
possibility of this threat, Australian intelligence officials have publicly stated their 
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belief that ISIS has already seized enough material from Government facilities, hos- 
pitals, and universities in Iraq and Syria to build a dirty bomb. 

Currently, the Department of Homeland Security is organized to address the 
WMD threat through several different offices and directorates, the Office of Health 
Affairs (OHA), the Domestic Nuclear Detection Office (DNDO), and elements of the 
Science and Technology (S&T) Directorate. This fragmentation is in contrast to 
other Departments and Federal agencies across the U.S. Government that have cen- 
tralized WMD defense programs and have clear focal points for interagency collabo- 
ration. One of the major concerns we have heard with the current structure is that 
DHS does not have the stature and voice that it should among all of the agencies 
working to address all of these threats. 

In September of 2013, DHS was directed by Congress to undertake an in-depth 
review of its WMD programs. The review also required recommendations to improve 
its organizational structure to be more effective. Unfortunately, the committee only 
received this report less than a month prior to this hearing, meaning that it’s nearly 
2 years late. 

I’ve had the opportunity to sit down with Dr. Gowadia, director of DNDO numer- 
ous times during my short tenure as Chairman as part of my oversight responsibil- 
ities to learn how DNDO operates and works with its stakeholders, both domesti- 
cally and internationally. One thing that I have concluded, and have heard repeat- 
edly from others, is that the current DNDO model works; something which unfortu- 
nately can’t be said about every DHS office. In support of the opinion that DNDO 
is one of the most effective offices within the Department, the most recent 2014 edi- 
tion of the Best Places to Work in the Federal Government ranked DNDO 11th out 
of 314 agency subcomponents. This success is built on leadership, a clear mission, 
and a well-functioning organizational structure. And while DNDO hasn’t always 
been a benchmark of success, the organization has certainly matured into a model 
that I think should be replicated throughout the Department. 

Chairman McSally and I convened our subcommittees here today to examine 
whether the DHS proposal to reorganize will support the shared opinion of most 
that the Department of Homeland Security should be doing more to guard against 
WMD threats. While the proposal to Congress lays out several different options and 
a proposed recommendation for how the Department should reorganize, we hope to 
hear more today about how this proposed reorganization will address gaps and 
strengthen the Department’s posture towards WMD threats and we hope to hear 
some specifics. I thank Chairman McSally for joining me in this effort, and I thank 
the witnesses for being here today. 

Mr. Ratcliffe. The Chair now recognizes the Ranking Member 
of the Subcommittee on Emergency Preparedness, Response, and 
Communications, the gentleman from New Jersey, Mr. Payne, for 
his opening statement. 

Mr. Payne. Thank you, Mr. Chairman. 

Good afternoon. I also want to thank Chairman McSally, along 
with you, for holding today’s hearing to evaluate the Department 
of Homeland Security’s proposal to reorganize certain chemical, bio- 
logical, nuclear, radiological, and explosive counterterrorism pro- 
grams. I understand that the committee may consider a Depart- 
ment of Homeland Security authorization bill later in this Con- 
gress, potentially as early as this fall, and that pending reorganiza- 
tion plan may be included in that. 

I caution against acting too swiftly. Experience tells me that the 
reorganizations can be distracting, disruptive, and demoralizing to 
a workforce. Indeed, the Department itself continues to struggle 
with the morale challenges that date back to its inception. Before 
acting, it is imperative that this committee have an understanding 
of the full implications and can ensure that the benefits outweigh 
the costs. 

As Ranking Member on the Subcommittee for Emergency Pre- 
paredness, Response, and Communications, I have particular con- 
cerns about how the proposed reorganization will affect legacy of- 
fices’ relationships with the State and local response partners. My 
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subcommittee has devoted a significant amount of time to assessing 
what DHS does well and what it needs to do better with respect 
to helping State and local governments bolster their ability to re- 
spond to biochemical threats. 

Although local first responders and the public health officials 
have noted that the Office of Health Affairs has improved its en- 
gagement activities in the recent years, they urge better coordina- 
tion and more timely information sharing related to chemical bio- 
threats. I’d be interested to hear what safeguards would be in place 
to prevent disruption of these important relationships and whether 
this reorganization is necessary to deliver the improved coordina- 
tion information sharing that State and local responders have been 
seeking for quite some time. 

Additionally, I am interested to learn how DHS will ensure that 
there will not be winners and losers with respect to resources for 
the various CBRNE threats. For example, for the past several 
years, the Office of Health Affairs’ Chemical Defense Program has 
been operating on a shoestring budget of about $800,000 out of an 
overall $125 million budget, whereas NBIC and BioWatch collec- 
tively eat up over $90 million. 

Meanwhile, DNDO’s budget is more than double OHA’s budget. 
DNDO does its own research and development and OHA does not. 

Regardless, I’ll be interested to understand how the reorganiza- 
tion will affect the distribution of resources among the various 
CBRNE threat-related activities. Moreover, I’d like to note the pro- 
posed reorganization appears to be a bit lopsided. While the new 
CBRNE office would have R&D responsibilities and radiological 
and nuclear activities, the Science and Technology Directorate 
would retain R&D for chemical and biological activities. 

Accordingly, I’m interested to know whether it indicates that the 
future reorganizations may need to be down the road; specifically, 
we can expect the Department to come back in a year or 2 and ask 
for CBRNE and R&D be fully realigned in their S&T or CBRNE 
office. 

Finally, I would like to express my concern regarding the impact 
of the proposed reorganization on the activities of the chief medical 
officer. I am particularly concerned about the risk that CMC would 
lose a direct line to the Secretary and that the CMO’s DHS work- 
force health responsibilities would get lost in a larger CBRNE of- 
fice. 

In closing, there are four fundamental questions that we need 
answered as we consider the Department’s proposal: How will the 
proposed reorganization advance CBRNE missions while pre- 
serving existing relationships? What savings or additional costs 
will be incurred with the proposed reorganization yield? What im- 
provements to oversight and management of the activities within 
this new office are expected to be realized? Finally, what steps will 
be taken to contain the negative impacts of such a reorganization 
on employee morale? 

With that, Mr. Chairman, I would like to thank the witnesses for 
being here today, and I yield back the balance of my time. 

Mr. Ratcliffe. I thank the gentleman. 
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The Chair now recognizes the Chairman of the Subcommittee on 
Emergency Preparedness, Response, and Communications, the 
gentlelady from Arizona, Ms. McSally, for her opening statement. 

Ms. McSally. Thank you, Mr. Chairman. I’m pleased our sub- 
committees are meeting today to consider the optimal organization 
of the Department of Homeland Security to meet the chemical, bio- 
logical, radiological, nuclear, and explosive threats that face our 
Nation. 

We know terrorist groups have long strived to employ chemical, 
biological, radiological, and nuclear, or CBRNE materials in their 
attacks. The director of national intelligence testified in February 
that weapons of mass destruction continue to be a major threat to 
the security of the United States. He noted that biological and 
chemical materials and technologies, as well as personnel with 
their expertise to use and design them, move easily in the economy. 
The DNI also stated that infectious disease continues to threaten 
our security and that a more crowded and interconnected world is 
increasing the opportunities for human and animal diseases to 
emerge and spread globally. 

Experts suggest the terrorists’ interests in utilizing chemical 
agents has also increased. In fact, reports indicate ISIS may be 
currently conducting attacks using chemical agents in Syria and 
Iraq. Last summer, the laptop reportedly retrieved from an ISIS 
hideout in Syria contained plans for weaponizing bubonic plague 
and a document discussing the advantages of using biological 
weapons. 

Earlier this year, the Emergency Preparedness Subcommittee 
held hearings on chemical and biological threats. In addition to the 
severity of the threat, these hearings highlighted a number of 
crosscutting themes. Witnesses testified about the need for more 
robust information sharing among all levels of government, and I 
introduced a bill to address this aimed at enhancing CBRNE intel- 
ligence and information sharing, which recently passed the House. 

We also repeatedly heard about the importance of strong coordi- 
nated leadership to counter these threats, which brings us to the 
purpose of our hearing today. DHS must play a leading role in de- 
fending our homeland from these CBRNE threats. In my first 6 
months in office. I’ve gained an appreciation of the work of the Of- 
fice of Health Affairs in this particular space. As the coordinator 
for chemical defense at DHS, OHA works with Federal, State, and 
local partners to enhance preparedness and response capabilities 
for an attack or an incident involving chemical agents, as we re- 
cently saw in a chemical defense pilot with the city of Baltimore 
mass transit system. 

In addition to managing biological surveillance and detection sys- 
tems for the Nation, OHA coordinates the Department’s efforts re- 
lated to biological threats, such as anthrax or Ebola. OHA also 
completed an interagency effort to develop guidance for emergency 
response providers to increase survivability of victims, as well as 
safety of responders after an attack using an improvised explosive 
device. 

Despite this good work, the Department’s chemical and biological 
efforts have not been without their challenges. These are serious 
threats, and I really look forward to hearing from our witnesses 
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today from DHS on how the Department is proposing to address 
them. I’m also interested in hearing from both panels how the pro- 
posed reorganization will elevate the CBRNE mission and provide 
the strong leadership to ensure the Department is able to meet 
these threats. 

I yield back the balance of my time. 

[The statement of Chairman McSally follows:] 

Statement of Chairman Martha McSally 
July 14, 2015 

We know that terrorist groups have long strived to employ chemical, hiological, 
radiological, and nuclear, or CBRNE, materials in their attacks. The director of na- 
tional intelligence testified in February that weapons of mass destruction continue 
to be a major threat to the security of the United States. He noted that biological 
and chemical materials and technologies, as well as personnel with the expertise to 
use and design them, move easily in the economy. The DNI also stated that infec- 
tious disease continues to threaten our security and that a more crowded and inter- 
connected world is increasing the opportunities for human and animal diseases to 
emerge and spread globally. 

Experts suggest that terrorist interest in utilizing chemical agents has increased. 
In fact, reports indicate that ISIS may currently be conducting attacks using chem- 
ical agents in Syria and Iraq. Last summer, a laptop reportedly retrieved from an 
ISIS hideout in Syria contained plans for weaponizing bubonic plague and a docu- 
ment discussing the advantages of using biological weapons. 

Earlier this year, the Emergency Preparedness Subcommittee held hearings on 
chemical and biological threats. In addition to the severity of the threat, these hear- 
ings highlighted a number of cross-cutting themes. Witnesses testified about the 
need for robust information sharing among all levels of Government, and I have in- 
troduced a bill to address this aimed at enhancing CBRNE intelligence and informa- 
tion sharing, which recently passed the House. We also repeatedly heard about the 
importance of strong, coordinated leadership on these threats. 

Which brings us to the purpose of our bearing today: DHS must play a leading 
role in defending our homeland from CBRNE threats. In my first 6 months in office, 
I’ve gained an appreciation of the work of the Office of Health Affairs (OHA) in this 
space. 

As the coordinator for chemical defense at DHS, OHA works with Federal, State, 
and local partners to enhance preparedness and response capabilities for an attack 
or incident involving chemical agents, as we recently saw in a chemical defense pilot 
with the city of Baltimore mass transit system. 

In addition to managing biological surveillance and detection systems for the Na- 
tion, OHA coordinates the Department’s efforts related to biological threats, such as 
anthreix and Ebola. 

OHA also recently completed an interagency effort to develop guidance for emer- 
gency response providers to increase survivability of victims as well as safety of re- 
sponders after an attack using an improvised explosive device. 

Despite this good work, the Department’s chemical and biological efforts have not 
been without their challenges. 

These are serious threats and I look forward to hearing from our DHS witnesses 
on how the Department is addressing them. I am also interested to hear from both 
panels how the proposed reorganization will elevate the CBRNE mission and pro- 
vide strong leadership to ensure the Department is able to meet these threats. 

Mr. Ratcliffe. I thank the gentlelady. 

Other Members of the subcommittees are reminded that opening 
statements may be submitted for the record. 

[The statement of Ranking Member Thompson follows:] 

Statement of Ranking Member Bennie G. Thompson 
July 14, 2015 

Good afternoon. I thank the Chairmen and Ranking Members of these two sub- 
committees for holding this important hearing. 

I welcome today’s witnesses, and look forward to their detailed testimony. 
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The Department of Homeland Security has approached this committee with a re- 
organization proposal to establish a central headquarters office responsible for as- 
sessing and responding to chemical, biological, radiological, nuclear, and explosives 
threats (CBRNE) to the Nation. 

The Department’s proposal recommends merging the Domestic Nuclear Detection 
Office (DNDO) and the Office of Health Affairs, which is currently headed by the 
Department’s chief medical officer. 

The threat from a weapon of mass destruction is complex and the potential harm 
that could affect our citizens is unimaginable. 

First responders need a Federal partner who can help them address these threats. 

I believe the Department of Homeland Security can be that Federal partner and 
throughout my tenure on this committee, I have supported bipartisan legislation to 
assist in these efforts. 

However, I still have concerns about the consequences of this realignment struc- 
ture. 

For instance, after Hurricane Katrina, it became apparent that the Secretary of 
Homeland Security needed the counsel of a doctor who would be able to provide ad- 
vice on threats with public health consequences, provide necessary medical guidance 
on workforce health, and serve as a resource to components. 

As Congress worked to draft the Post-Katrina Emergency Management Perform- 
ance Act, 1 worked closely with the Department of Homeland Security’s first chief 
medical officer to ensure that the role of the Chief Medical Office was appropriately 
defined. 

In the past, I have expressed concern that the CMO’s mission as primary medical 
advisor to the Secretary and her workforce health and component support respon- 
sibilities have been overshadowed by challenges posed by managing BioWatch and 
the National Biosurveillance Integration Center. 

The Department’s proposal to move the chief medical officer to the new CBRNE 
office does not relieve my concerns. 

In fact, I am concerned that if moved to a new CBRNE office, the chief medical 
officer may lose her direct line to the Secretary, which would be a step backward. 

The chief medical officer’s role as the Secretary’s doctor is vital and must be pre- 
served. 

Additionally, I would note that while the Office of Health Affairs struggled with 
the now defunct BioWatch Gen-3 acquisition, it is unclear whether and how this 
reorganization would address the acquisition challenges experiences by not only 
OHA but also DNDO. 

DNDO also has a history of flawed acquisitions programs that have wasted teix- 
payer dollars. 

For instance, the Advanced Spectroscopic Portals were intended to detect illicit 
nuclear materials and devices that could be shipped in cargo entering the United 
States. 

The Government Accountability Office determined that DNDO underestimated 
the cost of this acquisition, overstated its benefits, and provided misleading informa- 
tion to Congress. 

Although 1 am not rejecting the DHS proposal, it would be irresponsible for this 
committee to act on it in a hasty manner, without giving due consideration to why 
the reorganization is happening, how it will affect the missions currently carried by 
the existing offices, whether and the degree to which it will improve DHS’s CBRNE 
mission, and how it will affect workforce morale. 

To legislate without careful consideration of these important issues could undo a 
decade’s worth of this committee’s work in that mission space. 

Thank you, and I yield the balance of my time. 

Mr. Ratcliffe. We’re pleased to have a very distinguished panel 
before us today on this important topic. Dr. Reginald Brothers is 
the under secretary for science and technology at the United States 
Homeland Security. 

Dr. Brothers, good to see you again. Thank you for being here. 
Dr. Kathryn Brinsfield is the assistant secretary and chief med- 
ical officer with the Office of Health Affairs at the U.S. Department 
of Homeland Security. 

Good to have you, Doctor. 

Dr. Huban Gowadia is the director of the Domestic Nuclear De- 
tection Office at the U.S. Department of Homeland Security. 



9 


Welcome back, Dr. Gowadia. 

I’d now ask the witnesses to stand and raise your right hand so 
I can swear you in to testify. 

[Witnesses sworn.] 

Mr. Ratcliffe. You may be seated. 

Let the record reflect that the witnesses all answered in the af- 
firmative. 

The witnesses’ entire written statements will appear for the 
record. The Chair now recognizes Dr. Brothers for 5 minutes. 

TESTIMONY OF REGINALD BROTHERS, UNDER SECRETARY 

FOR SCIENCE AND TECHNOLOGY, U.S. DEPARTMENT OF 

HOMELAND SECURITY 

Mr. Brothers. Chairman Ratcliffe, Chairman McSally, Ranking 
Member Payne, and distinguished Members of the subcommittee, 
thank you for this opportunity to discuss the Department of Home- 
land Security’s approach to weapons of mass destruction and for- 
mation of a potential CBRNE office within the Department. I 
would also like to thank the Members of the subcommittees for 
their longstanding interest in and support of the Department and 
the Science and Technology Directorate and our work to combat 
CBRNE threats. 

On April 22 last year. Secretary Johnson announced the 
Strengthening Departmental Unity of Effort Initiative. Through 
this initiative, the Secretary has directed the Department to im- 
prove internal processes, increase joint operational planning in 
DHS operations, and better coordinate and align departmental ca- 
pabilities. 

Consistent with the Unity of Effort Initiative, the Secretary di- 
rected the Department to revisit recommendations from 2013 re- 
garding the Department’s posture toward chemical, biological, radi- 
ological, and nuclear threats. The purpose was to see if there ex- 
isted an opportunity for the Department to define roles and respon- 
sibilities to maximize CBRNE visibility and focus. 

The ultimate recommendation to Congress signed by Deputy Sec- 
retary Mayorkas last month was to form a new CBRNE office in 
DHS headquarters led by an assistant secretary. The proposed of- 
fice would focus specifically on coordinating CBRNE strategy and 
planning within the Department, reborn largely from integration of 
DHS’s Office of Health Affairs and Domestic Nuclear Detection Of- 
fice, along with specific elements of the Science and Technology Di- 
rectorate, the National Protection and Programs Directorate, Office 
of Policy, and Office of Operations Coordination and Planning. 

The intent of the proposed structure is to form a center of gravity 
for CBRNE functions within DHS headquarters in order to drive 
greater awareness, alignment, and joint action in the Department. 

Eor almost any homeland security challenge in the Department, 
CBRNE or otherwise, the innovative technical solutions growing 
out of research and development will be essential to our continued 
success. R&D has changed a great deal over the last several dec- 
ades. Before, experts in diverse fields could work independently 
from one another and create stand-alone products of great value, 
like a pair of reading glasses. 
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In the complex world we live in now, filled with advanced and 
rapidly-evolving technology, successful R&D requires a convergence 
of a once-fragmented field and dispersed knowledge. For example, 
a team bringing together electrical engineering, human bio- 
chemistry, neurosurgery, nano materials, and advanced manufac- 
turing can create a hybrid bionic eye that uses a digital camera to 
help blind patients see. In fact, the FDA approved the first bionic 
eye for use in February 2013. 

At S&T, one of the challenges we face is ensuring that our opera- 
tors and end-users have steady access to innovation regardless of 
how the overall landscape transforms. In the Department, S&T is 
one of the few organizations that works with multiple operational 
components and across a full range of DHS missions. In support of 
the CBRNE mission area, for example, we work not only with OHA 
and DNDO, but also with multiple operational components in the 
Department and interagency, including the Secret Service, FBI, 
and State and local responders and hazardous material teams. 

The range of expertise at S&T, combined with our reach across 
the Department, provides a unique opportunity to contribute to the 
unity of effort through numerous projects across organizational and 
technical areas. 

To begin with, we have a stable portfolio of R&D projects to ad- 
dress long-term enduring focus areas for the Department, such as 
border aviation security. The portfolio also meets statutory respon- 
sibilities, such as to transition technology to State, local. Tribal, 
and territorial first responders. In this capacity, we act as a Fed- 
eral sponsor and voice in mission areas from wildfires to CBRNE 
events. 

As a complement to our longer-term R&D portfolio, S&T also 
plays an important role in helping the Department address imme- 
diate needs and pop-up issues. In the last year, we have been a go- 
to asset and source for on-demand science-based assessment on a 
range of urgent homeland security issues the Secretary and compo- 
nents have faced. That has included contributions to important 
Unity of Effort activities ranging from analytical support to the De- 
partment’s Joint Requirements Council to independent assessments 
in critical Departmental mission areas. 

To fulfill our immediate and long-term obligations to the Depart- 
ment, we must have strong relationships across the innovation eco- 
system. The concept of a homeland security industrial base, a 
greater business community around homeland security missions is 
one we’ve work hard to advance over the last year-and-a-half 

Wider use of prize challenges, innovation, integration of tech- 
nology accelerators that focus on small business innovation re- 
search enables us to target small businesses, start-ups, and other 
innovators that before may not have imagined Government as a 
customer for their business. 

I can personally attest to the interest in this community in pro- 
viding public safety and homeland security solutions that will 
make their children and children’s children safer, and S&T will 
continue engaging them. 

Our success in all the areas and initiatives I describe today is 
fueled by S&T’s ability to maintain a workforce with diverse skill 
sets and expertise that is capable of serving as technical experts for 
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the Department, and when needed, quickly interfacing with and 
tapping into the S&T ecosystem. 

On almost any Homeland Security issue that emerges, S&T has 
become a reliable resource for independent, scientifically sound 
technical assistance. We work every day to ensure our value to our 
customers and end-users. We’ll bring the same enthusiasm to sup- 
porting a CBRNE office when and if it becomes an entity in the De- 
partment. 

Thank you. 

[The joint prepared statement of Mr. Brothers, Dr. Brinsfield, 
and Ms. Gowadia follows:] 

Joint Prepared Statement of Reginald Brothers, Kathryn H. Brinsfield, and 

Huban a. Gowadia 

July 14, 2015 

Chairmen McSally and Ratcliffe, Ranking Members Payne and Richmond; and 
distinguished Members of the Subcommittees on Emergency Preparedness, Re- 
sponse, and Communications, and Cybersecurity, Infrastructure Protection, and Se- 
curity Technologies, thank you for inviting us to speak with you today. We appre- 
ciate the opportunity to testify on the Department of Homeland Security’s (DHS) 
work to strengthen Departmental Unity of Effort with regard to chemical, biological, 
radiological, nuclear, and explosive (CBRNE) threats to our Nation. As the leaders 
of three of the organizations involved in the consolidation of CBRNE functions into 
one office within DHS, we appreciate your interest in this matter. We also appre- 
ciate the attention Secretary Johnson and Deputy Secretary Mayorkas have given 
to the issue of aligning the CBRNE mission within their vision of a streamlined De- 
partment, and we have worked closely with them to put forward a proposal that en- 
hances coordination and Unity of Effort. 

BACKGROUND 

The Senate Explanatory Statement accompanying the fiscal year 2013 DHS Ap- 
propriations Act directed that DHS review its chemical, biological, radiological, and 
nuclear (CBRNE) programs and functions. The Secretary of DHS at the time, Janet 
Napolitano, directed the DHS Office of Policy (PLCY) to lead a review team in con- 
ducting an impartial, collaborative assessment of potential alignment options. The 
review team identified realignment criteria and desired outcomes, conducted an 
independent analysis, and consulted with the Domestic Nuclear Detection Office 
(DNDO), Office of Health Affairs (OHA), Science and Technology Directorate (S&T), 
leadership of other DHS components and select interagency partners. 

The review team analyzed organizational models ranging from informal coordina- 
tion to mission integration and identified several alignment options for DHS leader- 
ship to consider, each with its own benefits and drawbacks. The then-existing orga- 
nizational structure was deemed by review participants to be insufficiently robust 
to achieve future goals and outcomes in the CBRNE area. The results of the review, 
including the recommendation to establish a consolidated mission support organiza- 
tion, were presented to Secretary Napolitano in August 2013. No decision was im- 
plemented at that time due to the limited remaining duration of Secretary 
Napolitano’s tenure. 


UNITY OF effort 

On April 22, 2014, Secretary Johnson directed the “Strengthening Departmental 
Unity of Effort Initiative” to improve the planning, programming, budgeting, and 
execution processes and the DHS joint operational planning and joint operations 
through strengthened Departmental structures, increased capability, and smart 
DHS headquarters realignment. As part of the initiative, DHS established a new 
DHS Joint Requirements Council and strengthened the existing DHS budget and 
acquisition processes. 

In addition, the Department indicated, in briefings to select DHS appropriations 
and authorizing committee staff, the Secretary’s intent to realign DHS PLCY and 
the Office of Operations Coordination and Planning (OPS) based on their core func- 
tions and consolidate certain DHS headquarters external affairs functions. These 
changes are intended to focus headquarters offices on the principal objectives of the 
Unity of Effort initiative, including to integrate the broad and complex DHS mission 
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space and empower DHS components to effectively execute their operations. The De- 
partment’s commitment to the Secretary’s Unity of Effort initiative drove the De- 
partment to re-visit the recommendations from the 2013 CBRNE review. 

PROPOSED STRUCTURE OF CBRNE ORGANIZATION 

The “DHS Chemical, Biological, Radiological and Nuclear Functions Review Re- 
port” was signed by Deputy Secretary Mayorkas on June 17, 2015, pursuant to the 
Joint Explanatory Statement accompanying the fiscal year 2013 DHS Appropria- 
tions. The report is based on the initial 2013 review, and is further informed by the 
Secretary’s Unity of Effort initiative and DHS’s recent review of the National Pro- 
tection and Programs Directorate (NPPD). If agreed to by Congress, the rec- 
ommended structure for a CBRNE office is as follows: 

(1) The DHS CBRNE office would be led at the assistant secretary level, as a 
direct report to the Secretary. The assistant secretary position (A/S CBRNE) 
would be empowered to coalesce and elevate CBRNE issues to the Secretary in 
support of the DHS operating components and represent DHS on these matters 
within the Federal interagency as well as with external stakeholders at the 
State and local levels and with private-sector partners. The A/S CBRNE would 
be the Department-wide lead representative at appropriate internal, inter- 
agency, and international venues related to DHS CBRNE strategy, policy, plan- 
ning, programming, budgeting, investment, and joint operational planning and 
joint operational matters. The DHS CBRNE office shall not conflict with other 
DHS component legislative mandates to conduct appropriate internal, inter- 
agency, and international engagements related to CBRNE. 

(2) The A/S CBRNE would be responsible for coordinating and maintaining De- 
partment-wide CBRNE-related strategy, policy, situational awareness, threat 
and risk assessments, contingency planning, operational requirements, acquisi- 
tion formulation and oversight, and preparedness across all elements of Presi- 
dential Policy Directive 8, “National Preparedness” (i.e., prevention, protection, 
mitigation, response and recovery), consistent with relevant statutory authori- 
ties and extant Presidential directives, including but not limited to Presidential 
Policy Directive 2 and Homeland Security Presidential Directives 10, 18, 21, 
and 22. This work will complement the capability-building and sustainment ef- 
forts managed by the Federal Emergency Management Agency (FEMA). 

(3) The new office would be primarily comprised of the consolidation of DNDO 
and OHA, including the BioWatch Program. The director of DNDO and the 
DHS chief medical officer (CMO), as well as other relevant supervisory positions 
depending on the final organizational construct, would report to the A/S 
CBRNE on chemical, biological, radiological, nuclear, explosives, and emerging 
infectious diseases and workforce health issues within their cognizance. Under 
this reorganization, the director of DNDO and the CMO would have necessary 
access to the Secretary and deputy secretary as representatives in DHS Senior 
Leader Forums, when their leadership and technical expertise on CBRNE or 
other workforce health issues are needed. However, these leaders would no 
longer be formal direct reports to the Secretary. 

(4) Specialty CBRNE personnel from DHS PLCY and DHS OPS would perma- 
nently transfer along with the DHS policy and operations support functions 
they perform, to the CBRNE office to further strengthen the center of gravity 
of the new office. 

(5) Chemical, biological, and integrated risk assessment, functional responsibil- 
ities from S&T would be permanently transferred to the CBRNE Office. 

(6) NPPD’s Office for Bombing Prevention (OBP), which builds capabilities to 
counter the use of explosives in the homeland, would also be permanently trans- 
ferred. 

Under the recommended structure, DHS is creating a coherent nexus for DHS 
CBRNE functions within the DHS HQ. The structure will foster greater harmony 
of effort for priority CBRNE issues and greater awareness by external and internal 
organizations regarding the appropriate CBRNE DHS focal point for most CBRNE 
issues. In addition to better aligned support programs and activities, the new struc- 
ture will strengthen DHS CBRNE-related operational activities in DHS’s operating 
components. FEMA specifically has indicated the establishment of the A/S CBRNE 
role will support their efforts to leverage CBRNE analytic and technical capabilities 
to enhance component operations related to CBRNE. Additional benefits will likely 
be realized as the Department matures its planning, programming, budgeting and 
execution system, joint operational planning, and joint operations over time. 
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ANTICIPATED IMPACTS 

The new Departmental structure will have demonstrable impacts across the 
CBRNE spectrum of activities for prevention, protection, mitigation, response, and 
recovery. This will be accomplished in two ways: (1) The inclusion of CBRNE policy 
and operational support personnel within the CBRNE Office, and (2) establishing 
strong linkages between the CBRNE office and the new DHS Joint Requirements 
and Joint Operational Plans processes. DHS OHA, DNDO, S&T, and the Office for 
Bombing Prevention will be realigned in sum or part to ensure the CBRNE office 
has all tools available for a cohesive, competent, and functional organization. 

OHA . — The CBRNE office will subsume OHA in total, and will expand beyond the 
historic OHA purview to additionally encompass the broader impact of chemical and 
biological threats. Under the current structure, OHA’s experts advise and support 
DHS leadership, its workforce, and public and medical health officials Nation-wide 
to prepare for, respond to, and recover from threats to the Nation’s health security. 
This role will continue in the CBRNE Office. In addition, the CMO will be able to 
add the capability to leverage existing highly-skilled experts that had previously 
been in other parts of DHS to further the Department’s end-to-end planning for 
CBRNE threats. Existing health and medical expertise will be leveraged to build 
connections between current and emerging health and medical issues and contribute 
to CBRNE decision analysis. Further, OHA’s current mission of medical advice and 
support, workforce health protection, support for the first responder community, 
medical quality management, and interagency coordination on health/medical issues 
will be further enhanced as the medical expertise will be better informed of CBRNE- 
related policy decisions, planning, and programs that may impact the Depart- 
ment’s — and Nation’s — medical needs. 

DNDO . — The CBRNE office will subsume DNDO in total with all current func- 
tions remaining intact. DNDO was chartered, in law and Presidential directive, 
using an interagency construct to coordinate efforts across the U.S. Government 
(USG) to detect and protect against radiological and nuclear threats. Similarly, the 
National Technical Nuclear Forensics Center was established within DNDO to pro- 
vide centralized stewardship, planning, assessment, exercises, improvement, and in- 
tegration for all Federal technical nuclear forensics activities. The U.S. interagency 
and DHS operational components detail staff to DNDO to ensure priorities of their 
home agencies are accounted for and their activities are integrated in all aspects 
(architecture, risk analysis, research and development (R&D), acquisition, training, 
exercises, etc.) to improve coordination across the USG. DNDO conducts a holistic 
program of end-to-end efforts in nuclear detection and nuclear forensics, including 
planning, research and technology development, technology acquisition, and support 
for Federal, State, and local operators. 

OBP . — The CBRNE office will subsume OBP in total with all current functions 
remaining intact. OBP accomplishes its mission to protect life and critical infra- 
structure by coordinating counter-improvised explosive device efforts, performing ca- 
pabilities analysis, planning and decision support, and providing training and 
awareness. Moving the bombing prevention activities into the office will allow better 
coordination with State and local outreach without disrupting the capabilities the 
Department provides to critical infrastructure owners and operators and the private 
sector across the CBRNE space. 

S&T. — S&T will transfer to the CBRNE office the chemical, biological, and inte- 
grated risk assessment and material threat functions. This will allow appropriate 
consolidation between risk determination and strategy and policy development, en- 
hancing cohesion between these functions. The chemical and biological R&D func- 
tions within S&T and the facilities at which the work is conducted will not transfer 
to the CBRNE Office. However, as the center of gravity for the Department on mat- 
ters related to CBRNE, robust and consistent coordination between DHS S&T and 
the CBRNE office will be required to ensure accountability and transparency of 
R&D efforts in alignment with the Secretarial strategic guidance to achieve oper- 
ational results, a principal tenet of Departmental Unity of Effort. 

CONCLUSION 

The Department’s proposed CBRNE reorganization will foster Unity of Effort 
across the Department by integrating and strengthening DHS CBRNE coordination, 
roles, and responsibilities for improving outcomes and accomplishing goals. We look 
forward to working with Congress in turning the Department’s intent into reality. 
Thank you for your time and interest in this issue. We look forward to answering 
your questions. 

Mr. Ratcliffe. Thank you, Dr. Brothers. 
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Dr. Brinsfield, you’ve got 5 minutes. 

TESTIMONY OF KATHRYN H. BRINSFIELD, ASSISTANT SEC- 
RETARY, OFFICE OF HEALTH AFFAIRS, U.S. DEPARTMENT 

OF HOMELAND SECURITY 

Dr. Brinsfield. Thank you, sir. 

Chairmen Ratcliffe and McSally, Ranking Member Payne, and 
distinguished Members of the subcommittee, thank you for your at- 
tention to this matter. I appreciate the opportunity to speak to you 
alongside my colleagues about CBRNE threats and the health 
needs of our agency and Nation. My remarks today will focus on 
the importance of the DHS focus on CBRNE and health threats 
and how a unified office can support and amplify the work we do 
at the Office of Health Affairs. 

OHA has an important mission space. Led by an assistant sec- 
retary and chief medical officer, OHA is a headquarters office built 
to fill the need of the Secretary and component leadership for ex- 
pert advice and guidance on biological, chemical, and health issues 
that affect our workforce and security. 

Our programs encompass biological detection and surveillance, 
chemical defense, and health and medical-related guidance on 
workforce mission effectiveness and risk mitigation. We also pro- 
vide guidance for State and local preparedness and response efforts 
related to chemical, biological, or medical threats. Our staff of doc- 
tors, nurses, scientists, veterinarians, and first responders have 
years of real-world experience and are uniquely capable of pro- 
viding expert advice to senior decision makers and front-line em- 
ployees. 

There are threats and risks to our Nation related to CBRNE and 
health, and those that wish to do us harm continue to try new 
methods and approaches. Chemical agents can kill, incapacitate, 
cause long-term harm, and contaminate critical infrastructure. 
OHA has received directed funds for chemical defense demonstra- 
tion projects in subways, ports, and large venues. When completed, 
these projects will provide critical analysis of emergency response 
systems, identify community-relevant solutions, and develop best 
practices. We appreciate Congress’ attention on chemical threats 
and hope to work collaboratively in the future with you on this 
issue. 

A catastrophic biological event, whether natural or intentional, 
could cause thousands or in some cases hundreds of thousands of 
casualties, weaken the economy, and threaten National security. 
Radiological, nuclear, and explosive threats are similarly dan- 
gerous, and all of these together present a risk of both mass de- 
struction and mass disruption. 

Our mission to prepare for weapons of mass destruction is crit- 
ical. Threats that are low probability with high consequence re- 
quire daily preparation and planning. 

Similarly, the mission to prepare for threats of mass disruption 
is critical. Recent events in the United States and the world have 
shown us that these incidents can wreak havoc on economies, im- 
pact public trust and infrastructure, and cost human lives. The 
near-daily rhythm of these threats strengthens our response as we 
learn by practice and reinforce our working relationships. 
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Our partners in the Office for Bombing Prevention do important 
and complementing work to that of OHA and DNDO. They focus 
on capability and capacity building for State, local, and private-sec- 
tor stakeholders so they may counter improvised explosive devices. 
They are a small office with a big impact, and in partnership with 
our DOJ counterparts are helping to keep us safer. 

The first response to any incident is local. From big chemical at- 
tacks to major disasters, local communities need help to ensure 
that they have the right systems in place to act when a threat oc- 
curs. The CBRNE office will create an environment that can foster 
stronger coordination between OHA’s chemical, biological, and 
health programs, DNDO’s radiologic- and nuclear-focused pro- 
grams, and the Office for Bombing Prevention’s work. By bringing 
together our offices into this new organization, we’ll be able to le- 
verage our existing detection capabilities, protocols, and expertise 
to help facilitate coordinated Federal, State, and local detection, re- 
sponse, and recovery. 

The chemical, biological, and integrative risk assessment and 
material threat functions currently performed in S&T will also be 
an important element within the CBRNE office. The risk assess- 
ments inform the work done by our chemical and biological pro- 
grams and are critical to the decisions and priorities made by us 
and our partners at all levels of Government. 

OHA currently addresses all incidents, whether a major hurri- 
cane or disease outbreak, from an integrative perspective using 
both technical threat-based expertise and health knowledge. OHA 
supports front-line responders as they protect communities and 
helps incorporate health considerations into the National response 
to a threat. 

Eor example, OHA led DHS’s coordinated Ebola response efforts 
and worked closely with Customs and Border Protection to set up 
screening protocols that helped keep our officers and traveling pub- 
lic safer. 

OHA manages the DHS medical countermeasure stockpile so it 
is best able to protect our workforce. We have embedded physicians 
in more than half of the operational components supporting their 
work. Eor example, they teach front-line personnel how to mitigate 
the spread of disease among detainees at the border, they train our 
paramedics on how to provide care in remote locations, and they 
support best practice development for the safe monitoring of inter- 
nal drug smugglers. We look forward to taking this integrated ca- 
pability and further applying it to radiological, nuclear, and explo- 
sive mission spaces. 

I am proud of what OHA and our talented staff have already ac- 
complished and look forward to elevating the CBRNE mission, con- 
tinuing health support to our components, and working across the 
enterprise to create efficiency of action. When an agency such as 
FBI or DOD reaches out to DHS, we will be coordinated and ready 
to work with their equivalent offices. When State, local, non-Gov- 
ernmental, and private partners reach to us for help, we can assist 
them regardless of the incident or the changing nature of the 
threat they face. 
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As our world grows more complex, we need to leverage our capa- 
bilities and expertise to work together seamlessly. I thank you for 
your time and look forward to answering any questions. 

Mr. Ratcliffe. Thank you, Dr. Brinsfield. 

Dr. Gowadia, you are recognized for 5 minutes. 

TESTIMONY OF HUBAN A. GOWADIA, DIRECTOR, DOMESTIC 

NUCLEAR DETECTION OFFICE, U.S. DEPARTMENT OF HOME- 
LAND SECURITY 

Ms. Gowadia. Good afternoon Chairman Ratcliffe, Chairman 
McSally, Ranking Member Payne, and distinguished Members of 
the subcommittee. Thank you for inviting my colleagues and me to 
discuss the proposed reorganization of the Department of Home- 
land Security’s CBRNE programs. Through this merger, and in 
concert with the Secretary’s Unity of Effort Initiative, the Depart- 
ment seeks greater coordination across its CBRNE missions, ena- 
bling the articulation of its priorities. 

As evident in the 2014 Quadrennial Homeland Security Review, 
nuclear and bioterrorism remain high priorities for the Depart- 
ment. I would like to emphasize that the Domestic Nuclear Detec- 
tion Office’s structure, mission, and functions will continue intact 
in the new CBRNE office. 

DNDO was established in 2005 as an interagency office and has 
two missions, nuclear forensics and nuclear detection. DNDO’s ho- 
listic end-to-end approach includes developing strategies, con- 
ducting research and development, and deploying its supporting ca- 
pabilities for our operational partners. 

To maximize the ability to detect and interdict threats, and to at- 
tribute threat materials to their sources, we are rely on a critical 
triad of intelligence, law enforcement, and technology. We work 
with our Eederal, State, and local partners, as well as those in the 
National laboratories, industry, and academia to make that triad 
a reality. 

Eor technical nuclear forensics, DNDO leads centralized planning 
and integrates interagency efforts. In response to an in extremis 
National capability, we are investing in the next generation of U.S. 
nuclear forensic scientists. In fact, we have already exceeded our 
goal at 35 new Ph.D.s into the workforce by 2018. 

Eor nuclear detection, DNDO coordinates the U.S. Government’s 
interagency efforts to develop a global nuclear detection architec- 
ture and assess its current and planned capabilities against evolv- 
ing threats. To develop breakthrough technologies and provide sig- 
nificant operational improvements, we conduct transformational re- 
search. 

Determined to learn from and never repeat prior missteps, 
DNDO has implemented a disciplined approach to acquisition and 
deployment that involves our end-users at every step of the way. 
Today, we have provided thousands of radiation detectors to the 
Department’s operational components so they can perform their nu- 
clear detection missions at ports of entry, along our land and mari- 
time borders, and in the interior of the tlnited States. 

Importantly, all systems under consideration are subjected to rig- 
orous testing and evaluation before deployment. Critical to mission 
success is supporting partners with more than technology. DNDO 
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works with Federal, State, and local stakeholders to huild and en- 
hance their detection capabilities through pilots, training, exer- 
cises, and cross-jurisdictional protocols. 

Additionally, our Red Team assists operational agencies in evalu- 
ating their systems and associated tactics, techniques, and proce- 
dures. Through these operations, law enforcement and public safety 
officials gain critical experience with uncommon nuclear sources 
leading to improve readiness and performance. Hence, DNDO’s 
unique end-to-end approach ensures critical functions are inte- 
grated and synchronized from gap identification to concept develop- 
ment to use in the field. 

This approach has yielded great dividends for the Nation and the 
Department. For instance, through our Securing the Cities pro- 
gram, we have established a robust nuclear detection capability in 
the New York City, Jersey City, and Newark region. Over time, the 
region’s operational familiarity with the mission has grown, and we 
are now positioned to collaborate on the demonstration of an ad- 
vanced concept whereby radiation detection systems will be inte- 
grated with other sensors to provide an early warning system for 
nuclear threats. 

Another example is our technical contribution to reduce the oper- 
ational burden to CBP Officers in responding to nuisance alarms 
from benign radioactive sources without the loss of sensitivity to 
threats. Collaborating closely with CBP, we have reduced radiation 
portal monitor nuisance alarms by approximately 75 percent on av- 
erage, thereby facilitating the flow of legitimate commerce and 
freeing up CBP Officers to support other National security efforts. 

My teamed, ranked No. 11 overall out of more than 300 agency 
subcomponents in the 2014 “Best Places to Work in the Federal 
Government” and ranked No. 2 in the innovation category, looks 
forward to the merger, expecting that new opportunities will arise 
as we seek creative synergies with our partners across the Depart- 
ment. For instance, we would collaborate more closely with the Of- 
fice of Bombing Prevention on the detection of dirty bombs. 

DNDO’s comprehensive approach ensures a range of effective so- 
lutions to meet our Congressionally-mandated responsibilities to 
prevent nuclear terrorism. The very real and evolving threat de- 
mands an informed, agile, and networked Federal, State, and local 
capability. We will continue to advance the nuclear detection and 
forensics mission as we share best practices along with our col- 
leagues addressing other threats. 

A consolidated CBRNE office allows us to build on our strengths, 
combine expertise, and learn from one another. We look forward to 
working with the subcommittees on this effort. 

Thank you very much. 

Mr. Ratcliffe. Thank you. Dr. Gowadia. 

The Chair now welcomes and recognizes the Ranking Member of 
the Subcommittee on Cybersecurity, Infrastructure Protection, and 
Security Technologies, the gentleman from Louisiana, Mr. Rich- 
mond. 

Mr. Richmond. Thank you, Mr. Chairman. I will just submit my 
opening for the record. I’d ask unanimous consent to do that. 

Mr. Ratcliffe. Without objection. 

[The statement of Ranking Member Richmond follows:] 
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Statement of Ranking Member Cedric L. Richmond 
July 14, 2015 

Good afternoon Mr. Chairman, and Chairwoman McSally, and I want to welcome 
my fellow Ranking Member, Mr. Payne to this joint subcommittee hearing. 

I also want to thank our witnesses today, the Department officials on our first 
panel, and the practitioners on the second panel who have specialized knowledge of 
how our nuclear and biological detection programs work. 

As the Chairman noted, today’s hearing will focus on the administration’s plans 
to merge the Domestic Nuclear Detection Office, or DNDO, with the Office of Health 
Affairs, or OHA, to form a “Weapons of Mass Destruction” office in headquarters. 

This merged office, as proposed, would focus on the challenges we face from an 
array of chemical, biological, nuclear, and explosives threats, commonly referred to 
as CBRNE. 

I applaud Secretary Johnson’s pledge to elevate CBRNE focus and visibility with- 
in DHS. These are serious threats, and our efforts to combat them must be equally 
serious. 

The history of this proposal shows how important careful consideration is. Even 
though the original proposal for the creation of DHS in 2002 included a specific of- 
fice and Under Secretary for Chemical, Biological, Radiological, and Nuclear Coun- 
termeasures, ^ Congress chose to direct many of those functions to the Under Sec- 
retary for Science and Technology (S&T).^ 

And, over the past few years, the Committees on Appropriations have instructed 
the Department to take a “holistic approach toward realignment,” suggesting that 
simply merging offices may not fully address CBRNE deficiencies, or might create 
new inefficiencies. 

As we examine the proposal today, I hope we will focus on the heart of the issue: 
How can we best protect the American people from chemical, biological, radiological, 
nuclear, and explosive threats. 

We should not simply approve changes to an organizational flow chart and call 
it a day. We must make sure that those changes are made with proper planning 
and fully thought-out so that we strengthen and improve the Department. As GAO 
puts it, “ . . . the end result of a government reorganization should not simply be 
a collection of component units, but the transformation to an integrated, high-per- 
formance organization.”^ 

As we are going to hear today in testimony, the scale of the reorganization may 
itself pose a challenge. The results of both policy and operational choices made dur- 
ing this reorganization may affect its eventual short- and long-term success. 

The key factors for the Department, and for our subcommittees to consider in- 
clude: Identif 3 dng the optimal structure for an office focusing on weapons of mass 
destruction and the mission, scope, and appropriate leadership of that new office. 

Additionally, we should keep in mind the message this committee delivered in 
2010, under then-Chairman Thompson, when it offered a combined S&T and DNDO 
authorization in the belief that there can be conflicts of interest between research 
& development and procurement, so those are best left to separate organizations. 
While not all goals of that legislation were achieved, the message was clearly deliv- 
ered. 

What I hope we are going to hear today is, “How can the Department’s overall 
mission be better defined”? 

Let me finish with this thought. On the ground, and every day, our nuclear deter- 
rence and biodefense effort as a Nation depends on motivated and vigilant officers 
across the globe, supplied with the best equipment and intelligence we can give 
them. 

Officers working at our Nation’s ports of entry have an especially complex and dif- 
ficult job. Thousands of decisions are made every day all across our borders, ports, 
and airports, to clear a container or a vehicle for transit into the United States. 
These are vital components in the flow of commerce in the world’s premier and larg- 
est trading market, the United States. 

Other cargo requires further inspection, or even denial of entry or and interdiction 
action taken on a vehicle or person. That is the hard, cold, repetitive, and everyday 
reality of our mission to prevent a violent nuclear or chemical attach, or biological 
event or outbreak. 


1 Title III of H.R. 5005, as introduced, in the 107th Congress. 

2Puh. L. 107-296, Title III. 

^ Government Accountability Office, Government Efficiency and Effectiveness: Opportunities for 
Improvement and Considerations for Restructuring, GAO— 12-454T, March 21, 2012. 
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We are grateful for all of our dedicated men and women in the field who protect 
us from weapons of mass destruction. I yield back. 

Mr. Ratcliffe. Dr. Gowadia, I’m going to start with you — well, 
actually, first of all. I’ll recognize myself for 5 minutes. 

Dr. Gowadia, I’m very much a believer in not fixing what isn’t 
broken, and based on the testimony that we’ve already heard 
today, I think everyone here today would agree that we don’t want 
to provide a solution that creates a problem, particularly with re- 
spect to DNDO and the good work that’s being done there. So now 
that I’ve got you under oath. I’d like to ask you the impact that 
you think this proposed reorganization and the effect that it would 
have on DNDO, and would it affect the current high operations and 
morale that you’re enjoying right now? 

Ms. Gowadia. Thank you. Chairman. 

I have strongly supported and continue to believe very much in 
the Secretary’s Unity of Effort Initiative. In fact, I would posit that 
DNDO is the very instantiation of that Unity of Effort concept. To 
that end, I think bringing DNDO over to the new office intact also 
adheres to one of the principles for the reorganization on pre- 
serving a program that is working. 

With our singular focus — and I am truly blessed to work with an 
incredible team who gets their reward in serving the front-line op- 
erator — we will not be interrupting their ability to do that based 
on the concept we have for the new organization, and so I think 
we will be able to manage their morale. That will also be up to us 
in leadership to make sure that we allow them to do that which 
they do best and enjoy the most while we take care of the reorga- 
nization at our end. 

Mr. Ratcliffe. So in follow-up to that. Dr. Gowadia, I assume 
that having research and development within your office, you see 
that as a critical function when you talk about keeping things in- 
tact? 

Ms. Gowadia. Yes. Yes, Chairman, we do. The end-to-end focus 
is important for a technically challenging mission like radiation 
and nuclear detection. Every piece along the way needs strong 
technical input. In this day of hard fiscal times, we can little afford 
the redundancy of recreating technical expertise in multiple parts 
of the Department. 

Mr. Ratcliffe. Thank you. 

So following up on that, I want to ask both Dr. Brothers and Dr. 
Brinsfield about that very issue. It was a concern that was also 
voiced by Ranking Member Payne in his opening. 

Because, as you both know, when DNDO was created, in order 
to focus the organization and give the director all of those end-to- 
end tools needed, radiological and nuclear research and develop- 
ment was moved from S&T to DNDO. In fact DNDO is statutorily 
authorized to conduct that R&D. 

But in this proposed reorganization, the chemical, biological, and 
explosives office, the R&D functions there were not moved from 
S&T. So I would like your perspectives on that. 

I’ll start with you. Dr. Brothers. 

Mr. Brothers. Absolutely. Thanks for the question. 

So I think there are different models and that’s come up in some 
of the opening testimony. I think both models can coexist and both 
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models have shown themselves to he effective. Both models being 
the end-to-end model that Dr. Gowadia has and the interdiscipli- 
nary model that S&T has right now. 

I think if you look historically, a number of years ago, science 
and technology, research and development was really based on dis- 
ciplines being in different silos, physical science in one silo, life 
science in another silo, engineering in another silo. 

What you’re finding right now in both industry and academia 
laboratories throughout, what you find is the focus now on inter- 
disciplinary research. In fact, you find a convergence, actually, of 
the life sciences, physical sciences, and engineering. Why is this? 
It’s really because when you get people of different types of back- 
grounds together, they might make insights that wouldn’t have 
been previously possible. 

But, again, we can talk about different types of models. So in 
S&T, because we have such a wide range of stakeholders, from 
Transportation Security Administration, Customs and Border Pro- 
tection, Secret Service, et cetera, we go across the gamut, it’s im- 
portant that we’re able to cross-fertilize our innovative ideas with 
disciplines from across the entire range of disciplines that we have. 

So from a perspective of an organization that can look across a 
broad area, it’s fundamental, it’s essential that we have inter- 
disciplinary type of staff. However, that said, for a very specialized 
area, and particularly when we start considering trying to mini- 
mize disruption, other models can work as well. 

Mr. Ratcliffe. Thank you. Dr. Brothers. 

Dr. Brinsfield, I want to give you an opportunity to respond on 
that as well, about not having the R&D functions for chem and bio 
in the new office and the effect that that might have. 

Dr. Brinsfield. Thank you, sir. 

We have been of an opinion since the beginning of these discus- 
sions that there are many correct ways to do this, and that we see 
our role in the chem and bio space as setting the requirements and 
working with the interagency. State, and local partners to set those 
requirements and let the R&D be done in a component such as 
S&T. 

Mr. Ratcliffe. My time has expired. I’d now like to recognize 
the gentleman from Louisiana for 5 minutes. 

Mr. Richmond. Thank you, Mr. Chairman. I’m going to yield my 
time to the gentleman from — my co-Ranking Member on another 
subcommittee and the gentleman from New Jersey, Mr. Payne. 

Mr. Payne. I would like to thank the gentleman from Louisiana 
for yielding. 

I would like to start off. Dr. Brinsfield, I understand that DHS 
plans to expand the scope of its biodefense capabilities. Later this 
summer, the post- 9/11 Commission Blue Ribbon Study Panel on 
Biodefense will release a report finding, among other things, there 
is a lack of National leadership in biodefense. 

Do you envision this reorganization as a means to bolster DHS’s 
role as a National leader in biodefense? 

Dr. Brinsfield. Certainly we hope that this reorganization will 
elevate the mission space of CBRNE in whole, and with that we 
need to make sure that we are doing our requirements in the bio 
space. As you look through the QHSR report, you’ll see that we’ve 
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spent a great deal of time working with our partners in DHS and 
other parts of the interagency to define DHS’ role and to make sure 
that we adequately and completely fulfill that role in support of the 
work that goes on in the inter-Government space. 

So, yes, sir, we hope to continue to advance and promote that 
work. 

Mr. Payne. Past history in some of these areas that we’ve dis- 
cussed, the ability or the lack of the ability for some of these dif- 
ferent departments to work together, but what I’m hearing now, 
there’s a new spirit of cooperation that is permeating the work 
that’s being done in some of your departments. 

In my opening statement I observed that proposed reorganization 
is not a complete realignment of CBRNE activities at DHS. There 
are CBRNE functions from across the Department, from EEMA to 
NPPD, that are not included in the realignment. 

How did the Department decide to include certain activities but 
not others in the reorganization proposal? 

Dr. Brinsfield. I think the decision was made after careful con- 
sultation across the different groups within DHS that the new or- 
ganization should be a mission support office. To that end, it will 
be our job to enable the operational components to succeed at their 
mission spaces. 

We view ourselves as subject-matter experts who can help com- 
ponents such as EEMA, CBP, the chemical program, and NPPD 
continue to do their jobs and do them well. In fact, we have pro- 
vided subject-matter experts doing real-world events to help sup- 
port those programs. 

Mr. Payne. There’s always a concern when you have these re- 
alignments what the outcome is going to be and how it impacts the 
morale of people that have been at the Department for years, that 
have worked diligently on their projects, and then to have it kind- 
of reorganized and lost in the shuffle does not tend to lead to great 
morale. 

I have some questions about the practical implications of the pro- 
posed CBRNE reorganization. I understand that the Department 
does not anticipate any cost savings, but I am wondering if there 
might be some new costs incurred. Eor example, would the over 
200 employees of the new CBRNE defense office be collocated? If 
so, where? What effect would this have on the existing leases? 

Dr. Brinsfield. So, sir, we believe that as we continue to elevate 
this mission space and define this mission space clearly and settle 
this question, our experts that work in these areas will be able to 
continue to function, do their job, and we’re looking forward to 
being able to support them doing that. We also note that no pro- 
grams have been cut from this. As a matter of fact, one of the 
things that we feel most comfortable about is that the offices are 
moving in toto, and as Dr. Gowadia has stated, we’ll be able com- 
pletely combine all that work. 

Dr. Gowadia and I operate our offices within a very short dis- 
tance apart. In fact, our buildings are very close together. We have 
no plans for the future on movement until our current leases are 
up. 

Mr. Payne. Okay. Thank you for that. 

Mr. Chairman, I’ll yield back. 
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Mr. Ratcliffe. The gentleman yields back. 

The Chair now recognizes the gentlelady from Arizona, Colonel 
McSally, for 5 minutes. 

Ms. McSally. Thank you, Mr. Chair. 

Dr. Brinsfield, as you know, the Emergency Preparedness Sub- 
committee held a hearing earlier this year on chemical threats. Dr. 
Kirk testified. The Chemical Defense Program accounts for only 
$800,000 of OHA’s $125 million budget. So will the reorganization 
bolster chemical defense activities? Do you think the Secretary in- 
tends to then have resources more equitably allocated towards 
chemical defense as the reorganization happens? Or how do you see 
that moving? 

Dr. Brinsfield. So, certainly we share your concern and the 
knowledge that the chemical threat has become more prominent, 
and we watch that closely. We also note and thank you for all the 
additional funding that Congress has provided to the chemical pro- 
gram. 

We think that it’s very important to make these kind of decisions 
on a risk basis, and so we look forward to working with our col- 
leagues across the area so that we can do our best job to use the 
funding that we’re provided. 

Ms. McSally. Great. Thanks. 

For Dr. Brinsfield and Dr. Gowadia. So a common theme in our 
subcommittee’s hearings earlier this year on both chemical and bio- 
logical terrorism was a need for robust information sharing. This 
is always a challenge both horizontally and vertically, as you know. 

I recently visited our Arizona’s counterterrorism fusion center 
and to learn more about the vital work that they are doing there 
to support, obviously, any counterterrorism activities in the State 
of Arizona. 

Can you share your perspective on how you think this new office 
will coordinate with the Department’s Office of Intelligence and 
Analysis and others in the intelligence community to ensure that 
the threat information is shared with fusion centers, emergency re- 
sponders, other relevant State and local stakeholders? This is a 
challenge whether you’re reorganizing or not, as you know. But 
how do you see it getting better with the reorganization? 

Ms. Gowadia. Thank you, ma’am, for that question. 

As I mentioned in my opening statement, we rely significantly on 
that fusion of intelligence, law enforcement, and technology. So our 
ties to the intelligence community are strong and must continue. 
We have close and collaborating ties not just with the intelligence 
and analysis function, but across the board. In fact, we exchange 
detailees back and forth. We have Coast Guard intelligence officers 
at DNDO, and we have placed some detailees out into the intel- 
ligence community as well. 

Working through I&A, we inform our State and local partners 
through the fusion center, as well as through publications, weekly 
and monthly publications on the state of affairs, lost and stolen 
sources, and very similarly with the counterterrorism community. 
So I only see it as continuing. I do not envision any change there- 
by- 

Ms. McSally. Okay. Great. 
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Dr. Brinsfield. We consider it an important part of our mission 
space as well. As you know, we staff various positions as details 
within I&A to both support the State and local program office and 
the CBRNE health space. We hope to continue that coordination. 

Ms. McSally. Great. Thanks. I know there has been some con- 
cerns talked about as far as managing the change and how that 
impacts morale, the management of human capital, keeping talent. 
Having been in the military 26 years. I’ve been through a lot of re- 
organizations, and I’ve seen them go well and seen them go poorly. 

It seems like some of the best ones are done with the collabora- 
tion at the beginning of coming up with the better organization, if 
that makes sense, that there’s collaboration as part of the process 
instead of a top-down one that you could then potentially have peo- 
ple resisting that change. 

It sounds like, just from reading the documents, hearing your 
testimony today, that there’s been a lot of collaboration to identify 
what are the best courses of action that will help you all do your 
jobs better, that won’t lead to change resistance or competition be- 
tween the specialties. 

So I just want your perspectives on how that, how this has come 
about, because that can have the mission succeed or fail, if people 
are resisting the change. Do you see any challenges in managing 
people and cultures as you’re meshing your different subparts to- 
gether? 

Dr. Brinsfield. So I think one of the things that we’ve always 
strived in our office for is to understand the many different and im- 
portant cultures within DHS and to be able to provide coordination 
and support across those different subcultures of the organization. 
We’ve been coordinating and speaking to our staff about the discus- 
sions on-going, getting their input and feedback in different leader- 
ship meetings, and we believe they’re engaged and will continue to 
be engaged as this process goes forward. 

Ms. Gowadia. Chairman, I have been at the Department from 
the very start, and I can tell you I have seen mergers and stand- 
ups and all of it all come together. Yes, there are very different cul- 
tures from legacy organizations as opposed to stand-up organiza- 
tions. 

With Secretary Johnson coming to the Department, I think we 
have struck a good balance, allowing legacy organizations to main- 
tain some of their culture while ascribing to a unified mission at 
the Department level. I imagine we will reflect that exactly as we 
move forward with the new CBRNE office. 

Ms. McSally. Okay. Great. 

My time has expired. Thank you. 

Mr. Ratcliffe. I thank the gentlelady. 

The Chair now recognizes the gentlelady from New Jersey, Mrs. 
Watson Coleman, for 5 minutes. 

Mrs. Watson Coleman. Thank you, Mr. Chairman. 

Thank you very much for being here today and sharing your in- 
formation with us. I have a few questions, kind-of all over the 
place, but a couple of times you mentioned those who have exper- 
tise that made a decision about this reorganization. What was the 
entity, or who are the “they” that determine what this reorganiza- 
tion would look like? 
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Ms. Gowadia. The Department undertook a review led by the Of- 
fice of Policy in response to Congress’ direction for us to take a look 
at this potential reorganization. 

Mrs. Watson Coleman. Is that Mr. Mayorkas? 

Ms. Gowadia. No ma’am. 

Mrs. Watson Coleman. Who is that? 

Ms. Gowadia. Back then it was under Assistant Secretary 
Heyman. But ultimately the decision was made by a deputy sec- 
retary and Secretary. 

Mrs. Watson Coleman. Okay. I’m a member of — actually, I’m 
the Ranking Member of the Subcommittee on Oversight and Man- 
agement Efficiency, and we’ve heard a lot about the struggle that 
we’ve had in certain of the components with regard to acquisition 
management. So what protections will be in place in this new orga- 
nizational configuration that will ensure that we have improved ac- 
quisition management and accountability? 

Dr. Brinseield. So, ma’am, I think as we look forward to work- 
ing with the Department on the Joint Requirements Council, hav- 
ing decisions made in a coordinated fashion across the Department, 
that will help to inform the process. Also, Dr. Gowadia and I both 
intend to do responsible acquisition, and in fact, we are looking for- 
ward to working closely with Dr. Gowadia’s staff, who have devel- 
oped a certain amount of expertise in the acquisition area. 

Mrs. Watson Coleman. A quick question. Dr. Gowadia referred 
to her staff, as her place of work, as the 11th best place to work 
and the second-best something. 

Ms. Gowadia. Second-best in innovation, ma’am. 

Mrs. Watson Coleman. Thank you. So you all neglected to men- 
tion your ranking. Do you know what your ranking is with regard 
to whether or not it’s one of the best or one of the least in terms 
of morale of that nature places to work? 

Dr. Brinseield. Ours is embedded somewhere within head- 
quarters and it is somewhere around the middle of the area. 

Mrs. Watson Coleman. Dr. Brothers. 

Mr. Brothers. We know. We were rated 314, so we were on 
the — we’re near the bottom, yes. 

Mrs. Watson Coleman. Okay. Are there any additional costs as- 
sociated with this reorganization? Will there be a request for addi- 
tional funds? If so, how much? 

Ms. Gowadia. We do not envision that at this time, ma’am. 

Mrs. Watson Coleman. Alrighty. Thank you. 

Thank you. I yield back. 

Mr. Ratcliffe. I thank the gentlelady, and recognize the newest 
Member of the Subcommittee on Cybersecurity, Infrastructure Pro- 
tection, and Security Technologies, gentleman from New York, Mr. 
Donovan, for 5 minutes. 

Mr. Donovan. Thank you, Mr. Chairman. I hope no one recog- 
nizes my newness to the committee by my question. 

I’d like to thank you all. Dr. Brothers, Dr. Brinsfield, for coming. 

Dr. Gowadia, thank you so much for coming to my office and 
briefing me. 

As you know, I represent the 11th Congressional District of New 
York, which encompasses New York City, and we face a persistent 
terrorist threat in our city. In fact. Commissioner Bratton of the 
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New York City Police Department stated that he believes that this 
time period is one of the most significantly dangerous periods since 
September 11, 2001. 

The Domestic Nuclear Detection Office has worked closely with 
New York City in improving the ability for local law enforcement 
and public safety agencies to detect the transmission of nuclear 
and radiological materials through the Securing the Cities pro- 
gram. This program is viewed as one of the most successful and it 
allowed New York to dramatically improve its capabilities to secure 
existing radiological materials and increase its detection capabili- 
ties. 

My question, because I know. Chairman, we might be called for 
votes any time now, I just have one question. With that in mind, 
how is the new office going to impact Securing the Cities program, 
and do you anticipate any changes or disruptions in that program? 

Ms. Gowadia. No, sir. Insofar as we are moving to the new office 
intact, we will continue our support for the Securing the Cities pro- 
gram, which has yielded tremendous results, as you know, not just 
in the New York City, Jersey City, and Newark region, but also in 
Los Angeles, right here in the National capital region, and very 
soon we will select our fourth implementation. 

Mr. Donovan. Thank you. 

Thank you, Mr. Chairman. 

Mr. Ratcliffe. I thank the gentleman. 

The Chair now recognizes my friend and colleague from Rhode 
Island, Congressman Langevin, for 5 minutes. 

Mr. Langevin. Thank you, Mr. Chairman. 

I want to thank our witnesses for being here today and your tes- 
timony. 

One of the criteria that the CBRNE functions review measured 
against was to define clear roles and responsibilities for DHS HQ 
and operational components. However, listening to your testimony 
and reading the report. I’m not sure it’s completely clear to me. So 
can you help me to understand what’s unclear about the current 
roles and responsibilities and what would be different under the re- 
structuring? 

Ms. Gowadia. Sir, under the new office, a lot of the authorities, 
in fact all the authorities off the various offices that are moving to- 
gether would come together in the new office. Certainly, we have 
clear delineation for the work that operational components do and 
the work that we do within the headquarters function. 

We envision the new office to be a mission support office. So we 
would get requirements from our operators in rad, nuke line and 
provide them capability. Dr. Brinsfield and her team would cer- 
tainly give requirements to Dr. Brothers so that they could develop 
capabilities in support of the bio and chem mission. 

So we do actually have fairly well-defined roles and responsibil- 
ities, and it should not see a disruption moving forward. 

Dr. Brinsfield. It’s our hope that it will be a one-stop shop, 
whether it be for an operational component of DHS or for State and 
locals looking for assistance in any of these areas. 

Mr. Langevin. We’re confident that we’re not going to be dupli- 
cating efforts? My question in follow-up would be, are there other 
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offices in DHS or in other agencies that operate in a similar fash- 
ion to the proposed CBRNE office? 

Dr. Brinsfield. So there are other offices. We are specifically 
looking at this office encompassing the DHS mission and the DHS 
roles and responsihilities in the CBRNE space. 

But I think it’s also important to note when we work with the 
first responder communities, it behooves us, as Members of the 
Eederal Government, to make sure we are coordinated well across 
the interagency. Therefore one of the things our offices strive to do 
is actually work towards common guidance and common informa- 
tion for first responders and State and locals in these areas. 

Mr. Langevin. I certainly hope when it moves forward that it is 
comprehensive, inclusive, and not duplicative. 

The DHS Office of Policy serves as a central resource for DHS 
policy development and review. It’s responsible for developing 
DHS-wide policies, programs, and planning. In the proposed reor- 
ganization, CBRNE-related policy positions would be transferred 
from the Office of Policy to the new office. 

So what benefits does DHS expect to achieve from moving policy 
staff out of the Department-wide Policy Office and into a more nar- 
rowly-focused office? 

Dr. Brinsfield. So I think the Policy staff that are currently on 
detail to OHA right now provide expertise in coordinating CBRNE 
policies across the Department. They have provided that expertise. 
We continue to coordinate well with them and make sure that they 
are well-coordinated with the subject-matter experts in both OHA 
and DNDO, and we hope to continue that. 

It is also a critical need for us to make sure that their work in 
the CBRNE policy space continues to coordinate with big DHS Pol- 
icy and that we as leaders in these areas continue to work across 
that. 

Mr. Langevin. How would policy staff in the new CBRNE office 
coordinate and integrate their decisions with those in the Depart- 
ment-wide Office of Policy? Also what factors make CBRNE policy 
different from the other topics that remain in the Office of Policy? 
Should policy positions in other topic areas also be decentralized 
throughout the Department? 

Ms. CowADiA. So the policy aspects, we have always worked very 
closely with our partners from Policy, whether they are detailed to 
OHA or resident up at the Office of Policy. We have enjoyed very 
good collaborations with them. They have provided for us Depart- 
ment-wide perspectives and allowed us to speak with a unified 
voice in the interagency and policy fora. 

The CBRNE missions have a technical element to them. So 
sometimes it does help to have closer proximity for the policy peo- 
ple to the subject-matter experts. That is one advantage of having 
our policy partners sit closer to us. 

Mr. Langevin. All right. Thank you very much. 

I’ll yield back, Mr. Chairman. 

Mr. Ratclifee. I thank the gentleman. 

The Chair now recognizes the gentleman from Pennsylvania, Mr. 
Perry, for 5 minutes. 
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Mr. Perry. Thank you, Mr. Chairman. Thank the panelists for 
taking the time to be here today. I think I’ll turn to Dr. Brothers 
for the first question. 

In addition to managing operational detection and surveillance 
programs for CBRNE threats, the role of DHS headquarters is to 
enable the operational components to achieve their missions. Can 
you tell us how your offices are engaging components such as CBP 
and TSA on these threats currently? 

Mr. Brothers. Yes, I can. In fact, we’re developing a structure, 
you may have heard. So under the Secretary’s Unity of Effort ini- 
tiative, we’ve developed a Joint Requirements Council, and under 
this Joint Requirements Council, we have a membership of cross 
principals of all the components that discuss issues around 
acquisitional requirements, et cetera. As part of that council, S&T 
plays a fundamental role in terms of looking at and evaluating 
technical issues, system engineering as well. 

So I think with the Joint Requirements Council that that’s a big 
picture on how we’re developing requirements across the organiza- 
tion, but we’re also about to set up IPTs, which are teams that are 
made up of the different components for us to get down go into 
what kind of research and development should be done across the 
Department. 

So under the Secretary’s Unity of Effort initiative, we are really 
pulling the Department together to, we want one organization to 
develop requirements and acquisition policies going forward. 

Mr. Perry. So from an operational standpoint for a layman or 
somebody that’s, you know, not working there every day, can you 
kind-of describe — I understand the Joint Requirements Council and 
the IPTs, but operationally, like, what happens on a regular basis? 
How often do you get together once you determine actions and po- 
tential threats, and then who exactly is in charge? 

Who do you report to, how often, and then how do you adjudicate 
the actions in the past through an after-action review process and 
then make modifications, if you know any of the answers? That 
was a few questions at one time, but 

Mr. Brothers. It’s a few questions — right. I think from my per- 
spective, the research and development perspective, our interaction 
with the operational components really is through the Joint Re- 
quirements Council, and we then are setting up structures where 
we actually interact on a daily basis with those operational compo- 
nents. That’s a work in progress. 

Mr. Perry. But it’s just from a research 

Mr. Brothers. Erom my perspective 

Mr. Perry [continuing]. From your perspective. 

Mr. Brothers. It’s a research and development exercise, that’s 
right. Now, S&T is also involved in the — we’re getting more in- 
volved in the acquisition process in order to make sure the Depart- 
ment has a system engineering look at acquisitions going forward. 
So we’re moving in there as well. I think perhaps Dr. Gowadia 

Mr. Perry. Yeah, can you, if you can, and if you can answer 
those questions from a kind of a tactical standpoint, you know, 
event management. 

How does it work? How does the current system work? Because 
I think the purpose — one of the purposes for the hearing is it seems 
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like it’s — there’s no point — there’s no point to the spear. It’s — there 
are many points to the spear, but who’s coordinating the effort? 
How does that occur? 

Ms. Gowadia. All right. So I can speak to what we have done 
on the Rad and Nuke threat. First and foremost, we are an inter- 
agency office and we exchange detailees. So the operators sit with 
us and help shape our plans, help shape everything we do. Help 
even in the design of systems. We leave detail people out into the 
field so that scientists, technical personnel can get out and appre- 
ciate the operational world. It establishes a healthy tech pull, tech 
push. 

In concert with Dr. Brother’s office, we certainly try to build sys- 
tems that are as multifunctional as possible, but we involve our 
end-users from start to finish. So whether it’s analyzing the risk, 
understanding the threat, receiving their operational requirements, 
turning it into strategies testing the equipment out into the real 
world, once we buy and deploy these systems for them, we support 
them with alarm adjudication help if they need, training and exer- 
cises, et cetera. 

So this whole loop does play through over and over again, and 
I can promise you I don’t make a single investment decision with- 
out my operational components sitting right there at the table with 
the catcher’s mitt ready to catch what we are building for them. 

Mr. Perry. But from a time frame, how often do you reevaluate 
your process? 

Ms. Gowadia. Annually, sir. We annually re-elicit the intel- 
ligence community. It forms a basis of our terrorism risk assess- 
ment. From that we are able to analyze what the blue team has, 
what the red team capabilities are likely to be, what our gaps and 
vulnerabilities are, and what our portfolio mix needs to be. 

Much of our investment is based on this risk assessment. It is 
also coupled with technology maturity, what the operators really 
want and need, and how they will choose to use the systems in the 
field. So annually we sit down to go through our portfolio and every 
acquisition decision milestone we follow a very deliberate process 
that’s reflective of the departments and the management directive 
102-01 every milestone along the way. They sit with us as nec- 
essary, test with us constantly, sit with us to develop the strate- 
gies. So it’s pretty much constant. 

Mr. Perry. Thank you. Mr. Chairman, I yield back. 

Mr. Ratcliffe. Thank the gentleman. The Chair now recognizes 
the Ranking Member, gentleman from Louisiana, Mr. Richmond. 

Mr. Richmond. In an effort to finish before we have votes, and 
to keep you all for waiting for us to vote and come back, I will real- 
ly just make a statement and hope that it’s something we can all 
agree on. 

To an answer to an earlier question, you mentioned that there 
really — this was a top-level decision and that the top-level people 
came together, and, you know, I just want to make sure this is not 
something that is a great idea in theory but in reality, for the peo- 
ple who have to implement it, it’s not so manageable. So in recog- 
nizing that on the ground every day our nuclear deterrence and 
biodefense effort as a Nation depends on motivated and vigilant of- 
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fleers across the globe supplied with the best equipment and intel- 
ligence we can give them. 

Officers working at our Nation’s ports of entry have an especially 
complex and difficult job. Thousands of decisions are made every 
day all across our borders, ports, and airports to clear a container 
or a vehicle for transit into the United States. These are vital com- 
ponents in the flow of commerce in the world’s premiere and larg- 
est trading market, the United States. 

Other cargo requires further inspection or even denial of entry 
or interdiction action taken on a vehicle or person. That is the 
hard, cold, repetitive, and every-day reality of our mission to pre- 
vent a violent nuclear or chemical attack or a biological event or 
outbreak. 

So I want to make it clear that we are very grateful to all of our 
dedicated men and women in the field who protect us from weap- 
ons of mass destruction on a daily basis and to make sure that they 
are involved in this process, to make sure that it’s not just in the- 
ory that it’s a great idea, but all the way to the bottom where our 
officers serve that they’re also included and they make sure that 
they can do their goal and their tasks. 

So with that, thank you all for coming, and, Mr. Chairman, I will 
yield back. 

Mr. Ratcliffe. Thank the gentleman. I thank all of you for 
being here for giving your testimony today. It’s greatly appreciated. 
You all as a panel are dismissed. 

The committee is going to recess for votes, and we’ll reconvene 
immediately after the votes with apologies to the second panel for 
the inconvenience, but with appreciation for your indulgence. So we 
will recess to be back here in about 30 minutes. Thank you. 

[Recess.] 

Mr. Ratcliffe. The Subcommittee on Cybersecurity, Infrastruc- 
ture Protection, Security Technologies and Subcommittee on Emer- 
gency Preparedness, Response, and Communications will now re- 
convene and come to order. 

At this time I would like to welcome our second panel to today’s 
hearing. I very much appreciate your participation today and I, 
again, I appreciate your indulgence with the vote schedule, and we 
will have additional Members hopefully coming back here, but I’ve 
been given the green light to go ahead and start receiving your tes- 
timony. 

So with that I would like to welcome the panel. With us today 
we have Mr. Alan Cohn, who’s a principal at Steptoe & Johnson 
LLP. He is the former assistant secretary for strategy, planning, 
analysis, and risk at the U.S. Department of Homeland Security. 

Mr. Ozzie Nelson is a senior associate for Homeland Security and 
Counterterrorism at the Center for Strategic and International 
Studies. 

Mr. Warren Stern is a former director of the Department of 
Homeland Security’s Domestic Nuclear Detection Office. Thank you 
all for being here today. Again, at this time I’d ask all of you to 
stand and raise your right hands, and I will swear you in. 

[Witnesses sworn.] 
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Mr. Ratcliffs. Let the record reflect that the witnesses have an- 
swered in the affirmative, and the witnesses’ full written state- 
ments will appear in the record. 

The Chair now recognizes Mr. Cohn for 5 minutes. 

STATEMENT OF ALAN D. COHN, COUNSEL, STEPTOE & 
JOHNSON LLP 

Mr. Cohn. Thank you. Chairman Ratcliffe, Ranking Member 
Richmond, distinguished Members of the subcommittees, thank you 
very much for the opportunity to present testimony today. 

As you noted, you have my written testimony, so I’ll just shortly 
summarize that briefly here. 

As you noted, I served at the Department of Homeland Security 
for 9 years. Seven of that as the head of strategy. The last year 
dual-hatted as the Deputy Head of Policy. In that time I was privi- 
leged to work with several leadership teams, including multiple 
leaders of each of the organizations that you saw before. 

I commend these subcommittees for ensuring continued focus on 
the question of the best approach to defending against weapons of 
mass destruction. As has been noted, biological threats and haz- 
ards and the use of an improvised nuclear device and the terrorist’s 
use of explosives against transportation targets and mass gath- 
erings remain among the threats, hazards, and persistent chal- 
lenges that pose the most strategically significant risks to the Na- 
tion. 

Having been at the Department for over 9 years before I left, I 
can say definitively that organizational changes are rarely the first 
solution or the most effective solution to any problem. That said, 
in this case, DHS is faced with the problem that its weapons of 
mass destruction leadership, its expertise, and its personnel, and 
resources are dispersed across numerous organizations just in its 
headquarters, let alone its operational components. That dispersal 
has resulted, as this committee has rightfully recognized, in un- 
clear assignment of responsibilities and suboptimal engagement 
with Federal interagency partners, and with external partners. It 
has also contributed to less-than-effective oversight and execution 
of major acquisitions aimed at combatting weapons of mass de- 
struction. 

Three principles should guide any consideration of DHS func- 
tions — any consolidation of DHS functions and organizations. No. 1, 
there should be a single center of gravity within the Department’s 
headquarters for any major function. 

No. 2, headquarter’s entities should perform the integrating func- 
tions necessary for the Department as a whole to be effective. 

Third, operating entities should carry out operating responsibil- 
ities. For these reasons, I support the reorganization of the Depart- 
ment’s headquarter’s weapons of mass destruction’s functions as 
the Department has proposed, but I would highlight two points. 

First, the Department must go beyond placing the Domestic Nu- 
clear Detection Office, the Office of Health Affairs, and the Office 
of Bombing Prevention into the same organization. Instead, it must 
fully integrate all of those functions to be transferred into the new 
offices. Each of these offices will perform certain functions well, but 
the Department will benefit most by taking the best practices of 
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each and adopting them across the CBRNE functions. So for that 
reason, I believe Congress should set the overall responsibilities 
and authorities for the new CBRNE office, but empower the Sec- 
retary to integrate the functions of the new office in the most effec- 
tive manner possible. 

Second, Congress must ensure that the Department effectively 
assesses its current models for CBRNE research and development 
and determines the best manner in which to pursue CBRNE pro- 
grams and major acquisitions. 

As you heard, DNDO, OHA use different models for their pro- 
grammatic execution and for acquisition. Both of these models have 
achieved successes and both of these models have resulted in fail- 
ure and termination of major acquisitions over time. It’s difficult to 
say with certainty which of these models or a third model, is best 
suited to ensuring effective mission execution and guarding against 
the failure of major system acquisitions. However, that is an an- 
swerable question, and Congress and the Department should part- 
ner to actively seek that answer. 

DHS has been traumatized in its short life-span by a series of 
reorganizations. However, that does not mean that the Department 
cannot benefit from a thoroughly-examined, well-considered reorga- 
nization and consolidation, particularly of its headquarters func- 
tions. In this case, the time has come for Congress and the Depart- 
ment to reorganize and consolidate its CBRNE headquarters func- 
tions to better effectuate the Department’s CBRNE responsibilities. 

Thank you again for the opportunity to provide this testimony, 
and I’m happy to answer any questions that you may have. 

[The prepared statement of Mr. Cohn follows:] 

Prepared Statement of Alan D. Cohn 
July 14, 2015 

Chairs McSally and Ratcliffe, Ranking Members Payne and Richmond, distin- 
guished Members, thank you very much for the opportunity to present testimony 
today regarding how the Department of Homeland Security can best organize itself 
to meet the challenge of weapons of mass destruction. 

I commend these subcommittees for ensuring continued focus on the question of 
the best approach to defending against weapons of mass destruction. As a former 
first responder and official at the Department of Homeland Security, I know the 
challenges we face as a Nation in confronting this threat. While organizational 
change is rarely the first solution to a problem, in this case, the Department is 
rightfully examining the effectiveness of its organization with respect to this chal- 
lenge. The Department’s headquarters needs to be consolidated in many aspects, en- 
suring consolidation of similar headquarters functions and integration by the head- 
quarters with respect to the Department’s National responsibilities, while ensuring 
that the Department’s operational components and its external operational part- 
ners — rather than the Department’s headquarters — are entrusted with operations. 
To that end, I support the consolidation of DHS’s headquarters weapons of mass de- 
struction functions into a single office reporting to the Secretary of Homeland Secu- 
rity. A fuller explanation of these points follows. 

While cyber threats, geopolitical conflicts, and instability and terrorism overseas 
have rightfully captured the interest and imagination of the American public and 
the media at this time, this committee has correctly ensured that we remain focused 
on the range of security challenges facing the United States. As stated in the report 
on the 2014 Quadrennial Homeland Security Review, biological threats and hazards, 
the use of an improvised nuclear device, and the terrorist use of explosives against 
transportation targets and mass gatherings remain among threats, hazards, and 
persistent challenges that pose the most strategically significant risks to the Nation. 
In addition, chemical weapons and accidents involving chemical facilities and chemi- 
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cals in transit, and radiological dispersal devices or “RDDs,” are risks that must 
continually be assessed and addressed. 

I am currently of counsel with Steptoe & Johnson, LLP, the principal of my own 
consulting firm, and a non-resident senior fellow with the Brent Scowcroft Center 
for International Security at the Atlantic Council, focusing on issues at the intersec- 
tion of security, technology, innovation, and government. I am proud to have served 
with the dedicated men and women of the Department of Homeland Security in the 
Department’s Office of Policy for 9 years, from 2006 to 2015, 7 of those as the head 
of strategy and strategic planning, the last 3 as assistant secretary for strategy, 
planning, analysis & risk, and the last year dual-hatted as the deputy head of policy 
for the Department. Before that, I practiced law, was a member of the Fairfeix Coun- 
ty Urban Search & Rescue Task Force and a disaster assistance employee for the 
Federal Emergency Management Agency’s urban search and rescue program, and 
served as an emergency medical technician for the 9-1-1 emergency ambulance sys- 
tem in New York City. I recognize the deep need for Congress and the Department 
to get its job done efficiently and effectively. This is important for the Nation, but 
also for the first responders across the country who rely on the Department for ef- 
fective risk assessment. National strategy and policy, grants and grant guidance, 
scientific information, and protection, detection, and response and recovery equip- 
ment to supplement their own efforts and that of their departments and jurisdic- 
tions. 

As noted above, organizational changes are rarely the first solution to any prob- 
lem. However, in this case, the Department of Homeland Security does not lack for 
leadership, expertise, or dedicated personnel and resources focused on these chal- 
lenges. Rather, the Department is faced with the problem of dispersing that leader- 
ship, expertise, and personnel and resources across numerous organizations just in 
its headquarters, let alone its operational components. That dispersal has resulted, 
as this committee has rightfully recognized, in unclear assignment of responsibilities 
and suboptimal engagement with Federal interagency partners and external stake- 
holders on weapons of mass destruction issues, and has contributed to less-than-ef- 
fective oversight and execution of major acquisitions involving programs aimed at 
combatting weapons of mass destruction. This is not unique to weapons of mass de- 
struction; the Department’s headquarters is in need of overall consolidation, and an 
overall sharpening of roles and lines of authority. 

For that reason. Congress should be commended for directing, and the Depart- 
ment should be commended for conducting, a study of the Department’s organiza- 
tion with respect to its weapons of mass destruction functions, and for making dif- 
ficult decisions that will require organizational transition and consolidation within 
the Department. During my time as an assistant secretary at the Department, I led 
portions of this review process, and helped facilitate discussions that resulted in the 
report that was provided to Congress by the Department. However, the views ex- 
pressed today are my own, and are not intended to represent the Department of 
Homeland Security or the organizations with which I am currently associated. 

I believe that there are three principles that should guide any organizational 
changes at the Department of Homeland Security, given the Department’s structure 
as a multi-divisional organization, a corporate form of organization in which semi- 
autonomous component entities perform interconnected functions and responsibil- 
ities, and where a headquarters exists to support the organization’s senior leader- 
ship in effectively integrate and optimize cross-Departmental activities and decision 
making in order to best meet the organizations overall goals and responsibilities. 

1. Consolidation . — There should be a single center of gravity within the Depart- 
ment’s headquarters for any major function, whether in an integrated policy, 
management, or other directorate, or in a specialized office, recognizing that 
most if not all of the Department’s operating components will likely have a role 
in carrying out that function. 

2. Integration . — Headquarters entities should perform the integrating functions 
necessary for a multi-divisional organization to be effective: Conducting risk as- 
sessments and associated analysis, leading to the development of integrated 
strategy and policy, against which research and development, programmatic ac- 
tivity, major acquisitions, joint operational planning, and joint operations can 
be conducted. 

3. Operations . — Operating entities should carry out operational responsibilities, 
whether the Department’s own operating components or the myriad State, local, 
territorial. Tribal, private sector, non-governmental, and other partners with 
operational roles. 

It goes without saying that any entity’s organization should be as lean as possible, 
with clearly delineated mission responsibility and authority, a clear leadership 
structure, effective recruiting, training, and retention programs, progressive oppor- 
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tunities for advancement into either leadership or senior technical positions, and a 
robust interchange of personnel and information between headquarters entities, the 
Department’s operating components, and the Department’s external stakeholders. 
This testimony assumes those steps will follow any reorganization of the Depart- 
ment’s weapons of mass destruction functions. 

With those elements as the backdrop, I believe that the time has come for the 
Department to undertake a reorganization of its weapons of mass destruction activi- 
ties, with Congress’s direction and authorization, to best serve its constituents and 
help safeguard the Nation. Specifically: 

• Congress should authorize the consolidation of the functions currently per- 
formed by the Domestic Nuclear Detection Office, the Office of Health Affairs, 
and certain functions performed by the Science & Technology Directorate, the 
Office of Policy, the Office of Operations Coordination, and the National Protec- 
tion and Programs Directorate to create a single office in the Department’s 
headquarters, headed by an assistant secretary and reporting directly to the 
Secretary of Homeland Security, to best support the Department’s responsibil- 
ities to combat chemical, biological, radiological, nuclear, and explosive 
(CBRNE) threats and hazards. 

• Congress should ensure that this new office is clearly authorized and empow- 
ered to perform the range of headquarters functions associated with the Depart- 
ment’s CBRNE responsibilities, to include effectively assessing CBRNE risk, 
formulating and communicating consistent and integrated Departmental 
CBRNE strateOT and policy, ensuring effective oversight and execution of major 
CBRNE-related programs and acquisitions, communicating effectively with the 
Department’s partners and stakeholders concerning CBRNE risks and the most 
effective ways to manage those risks, and enabling the Department’s oper- 
ational components to effectively carry out their CBRNE-related responsibil- 
ities. 

• Congress should direct the Department to study, and should also direct an inde- 
pendent study, to determine the best model for integration of CBRNE-related 
research and development functions conducted by the Science & Technology Di- 
rectorate with the functions to be performed by the new CBRNE office, and 
should revisit that issue once those studies have been completed. 

The Department has now proposed many of these steps to Congress, so I will 
elaborate on two points: (1) The integration of CBNRE functions within a new 
CBRNE headquarters office; and (2) the process for determining the best model for 
integration of CBNRE-related research and development functions within the De- 
partment’s headquarters. 

First, the Department must go beyond placing the Domestic Nuclear Detection Of- 
fice, the Office of Health Affairs, and the Office of Bombing Prevention into the 
same organization, and must fully integrate the functions to be transferred into the 
new office. Both the Domestic Nuclear Detection Office and the Office of Health Af- 
fairs perform certain functions well, but both could benefit from taking the best 
practices of each and adopting them across CBRNE functions. Moreover, the func- 
tions to be transferred from the Office of Policy and the Office of Operations Coordi- 
nation, as well as the Office of Bombing Prevention, should be integrated in full into 
the new organization. Congress should set the overall responsibilities and authori- 
ties of the new CBRNE office, and empower the Secretary to integrate the functions 
to be incorporated into the new office to achieve the best effect across CBRNE func- 
tions, and not simply place the offices whole into what might be nothing more than 
a new shell organization. 

Second, Congress must ensure that the Department effectively assesses its cur- 
rent models for CBRNE research and development, and determines the best manner 
in which to pursue CBRNE programs and major acquisitions. Currently, the Domes- 
tic Nuclear Detection Office uses a “systems command” approach, similar to Naval 
Sea Systems Command, performing “end-to-end” systems development including re- 
search and development. The Office of Health Affairs uses a model that separates 
research and development from programmatic execution and acquisition, with re- 
search and development functions performed by the Science & Technology Direc- 
torate. Both models have achieved successes, and both models have resulted in the 
failure and termination of major acquisitions. It is difficult to say with certainty 
which of these models, or a third model, is best suited to ensuring effective mission 
execution and guarding against the failure of major systems acquisitions. However, 
there is an answer to this question, and Congress and the Department should ac- 
tively seek that answer. 

For that reason. Congress should mandate that the Department assess the effec- 
tiveness of each of these models under the new organizational structure, perhaps 
on a yearly basis, until a specific date in the future, say 3 years from the creation 
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of the office. In addition, Congress should mandate than an independent study be 
conducted by an organization with familiarity with the different research and devel- 
opment models currently in use by the Domestic Nuclear Detection Office and the 
Office of Health Affairs, as well as those of other Federal departments and agencies 
and corporate entities, and make a recommendation to Congress and the Secretary 
as to the best model for the new CBRNE organization to employ. Congress can then 
revisit this last CBRNE-related organizational piece once both the Department and 
an independent organization have completed their review. 

DHS has been traumatized in its short lifespan by a series of reorganizations. 
However, this does not mean that the Department cannot benefit from thoroughly- 
examined, well-considered reorganizations and consolidations, particularly of its 
headquarters functions. In this case, the time has come for Congress and the De- 
partment to reorganize and consolidate its CBRNE headquarters functions to better 
effectuate the Department’s CBRNE responsibilities. 

Thank you again for the opportunity to provide this testimony. 

Mr. Ratcliffe. Thank you, Mr. Cohn. 

The Chair will now recognize Mr. Nelson for 5 minutes. 

STATEMENT OF RICK “OZZIE” NELSON, SENIOR ASSOCIATE, 

HOMELAND SECURITY AND COUNTERTERRORISM PRO- 
GRAM, CENTER FOR STRATEGIC AND INTERNATIONAL 

STUDIES 

Mr. Nelson. Thank you. Good afternoon, Chairman Ratcliffe, 
McSally, Ranking Members Richmond and Payne, and distin- 
guished Members of the subcommittee. Thank you for the oppor- 
tunity to testify today. 

As we’ve noted today, terrorist groups continue to pursue 
CBRNE weapons. For almost 20 years we have seen al-Qaeda and 
its affiliates pursue unconventional weapons. Most recently I’ve 
seen reports of ISIL seizing chemical weapons facilities and radio- 
active material in Iraq. Domestic efforts designed to detect and re- 
spond to a CBRNE incident are a critical component of our Nation’s 
security, representing the last and perhaps the most vital line of 
defense against these weapons. No department has a greater role 
in this effort than the Department of Homeland Security. 

While the Department has succeeded in building a number of of- 
fices, programs, and capabilities designed to detect and respond to 
CBRNE events, its effectiveness continues to be hampered by a va- 
riety of challenges. Primarily its fragmented organization and ap- 
proach through which the Department executes its efforts. 

Responsibility for CBRNE within the Department is spread 
across no fewer than six separate offices. This fragmented architec- 
ture demands unachievable levels of coordination and makes the 
implementation of common Department-wide policies and activities 
unnecessarily difficult. 

Most U.S. Government departments and agencies, with the ex- 
ception of DHS, have a streamlined approach to CBRNE with a 
central office that oversees WMD policy and programs. Not only 
does DHS continue to be the outlier with this fractured approach, 
but it has also resisted efforts to address this issue. The benefits 
of the Department for maintaining its current structure seem elu- 
sive. DNDO was created in 2005 as a stand-alone entity to focus 
Government efforts on the nuclear threat. While the office has suc- 
ceeded in remaining focused, it has struggled to develop a strategic 
guidance and to manage large acquisition programs. 

Recently DNDO has seen significant improvements efforts such 
as the Securing the Cities initiatives have flourished, and the orga- 
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nization’s morale is the highest in the Department. However, 
issues still remain, many of which are beyond the control of the di- 
rector. For example, the director of the science and technology 
maintains its own portfolio of nuclear radiological R&D programs 
which should fall under the purview of DNDO. 

The other primary CBRNE entity within DHS is the Office of 
Health Affairs probably has suffered the most from DHS’s frag- 
mented approach. The Department’s chemical and biological de- 
fense programs are tucked in the office whose primary responsi- 
bility is health and medical expertise. The relationship between 
chemical and biological threats in public health is clear, but they 
are by no means the same. This arrangement fails to recognize the 
nature of the treat and the organizational efforts required to ad- 
dress it. 

The office’s flagship program, BioWatch has been shrouded in 
controversy since its inception. In total, the Department has spent 
over $1 billion on BioWatch, and it at best has provided question- 
able results. The Department’s chemical defense efforts are simi- 
larly lackluster. They are severely fragmented and generally inef- 
fective at least in part because the issues worked in various small 
offices spread throughout the Department. 

While OHA retains the overarching responsibility, these other of- 
fices own key aspects of the chemical defense portfolio, making 
OHA’s charter seemingly unmanageable. The Department and Con- 
gress must act now to address these shortcomings by unifying and 
elevating DHS CBRNE capabilities into one departmental entity. 
Specifically, DNDO and OHA should be merged along with the De- 
partment’s CBRNE policy and operations capabilities. This new of- 
fice should be headed by an assistant secretary who reports directly 
to the Secretary of Homeland Security. 

The decentralized nature of CBRNE efforts within DHS has lead 
to an equally decentralized system to develop associated tech- 
nologies, which has contributed to many of the deficiencies in 
CBRNE and R&D and acquisition programs. As such, CBRNE, 
R&D efforts within DHS also should be unified under the central- 
ized office. With responsibility for the Department’s entire range of 
CBRNE efforts, the new entity would have the clear charter for es- 
tablishing the Department’s priorities. 

Perhaps most importantly, the assistant secretary would solely 
be accountable for all CBRNE acquisition programs allowing for a 
more streamlined and agile approach that is directly connected to 
both policymakers and operators. It also would enhance external 
coordination issues by providing a primary entry point for outside 
entities seeking to coordinate with the Department on CBRNE 
issues. 

The idea of consolidating DHS WMD efforts has long be dis- 
cussed, and now is the time for action. We as a Nation have no ex- 
cuse for not making this change as it will only improve the Depart- 
ment’s ability to defend against the threat while eliminating 
redundancies. Through integration there exists an opportunity to 
forge more efficient and effective CBRNE enterprise and strength- 
en our Nation’s security against these devastating weapons. 

Thank you and I look forward to your questions. 

[The prepared statement of Mr. Nelson follows:] 
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Prepared Statement of Rick “Ozzie” Nelson 
July 14, 2015 

Good afternoon Chairmen McSally and Ratcliff, Ranking Members Richmond and 
Payne, and distinguished Members of the subcommittees. Thank you for the oppor- 
tunity to testify today. I will be discussing how the Department of Homeland Secu- 
rity can be better organized to defend the United States against chemical, biological, 
radiological, or nuclear (CBRNE) weapons. I am here today under my CSIS affili- 
ation however I am also employed by Crossmatch Technologies, an identity manage- 
ment company, as well as Georgetown University where I teach classes on Home- 
land Security and Counterterrorism as part of the Biohazardous Threat Agents and 
Emerging Infectious Disease Program within the Microbiology and Immunology De- 
partment. 


THE THREAT 

In the midst of a seemingly perpetual terrorism threat and a time of constrained 
fiscal resources, the United States Government faces difficult questions regarding 
how to best prepare for National security threats that may be viewed as relatively 
unlikely or low probability yet could have potentially devastating consequences, spe- 
cifically the use CBRNE weapons on American soil. Though they may require com- 
paratively more time and skill to build or acquire than conventional weapons, the 
proportional effects of CBRNE weapons are significantly greater. The “Amerithrax” 
attacks of 2001, for example, involved only a small amount of anthreix yet succeeded 
in paralyzing portions of the U.S. Government. And the consequences of a terrorist 
group detonating a low-yield nuclear weapon in a major U.S. city would change 
America forever. Although the probability of terrorists using simpler means — such 
as mass shootings — to strike the United States appears much higher, the impact of 
a successful CBRNE attack demands that the Nation prioritize and resource this 
threat. 

Terrorist groups continue to pursue CBRNE weapons, despite the challenges they 
face developing these capabilities, at least in part because they can provide these 
terrorists with a disproportionate level of power, and even prestige, relative to their 
actual capabilities or standing. For almost 20 years, we have seen al-Qaeda and its 
affiliates pursue unconventional weapons. Osama bin Laden in 1998 declared that 
acquiring and using a weapon of mass destruction (WMD)i was his Islamic duty. 
More recently we have seen reports of the Islamic State of Iraq and the Levant 
(ISIL) seizing chemical weapons facilities and radioactive material in Iraq. Deter- 
rence strategies have no effect against these enemies — If they acquire a WMD then 
we should expect them to use it. 

These types of weapons are game-changers for a terrorist group, and we should 
expect such groups to pursue these capabilities with continued vigor. While 30 years 
ago, state-level WMD programs were far and away our primary concern, the rapid 
spread of technology and increasing availability of information on the internet has 
made the development of such weapons simpler for terrorist groups by further low- 
ering the barriers to development of CBRNE capabilities. Further, instability in na- 
tions that possess CBRNE weapons, such as Syria and Pakistan, raises the risk of 
existing stockpiles falling into dangerous hands. Faced with these threats, the 
United States has little choice but to work to defend itself against CBRNE weapons. 

THE CHALLENGE 

Since 9/11 the United States has developed a robust series of measures intended 
to counter CBRNE weapons at multiple points before they reach U.S. shores. Yet 
these efforts continue to fall short. The Bipartisan WMD Terrorism Research Center 
in its 2011 Bio Response Report Card gave the Federal Government failing grades 
in its assessment of the Nation’s ability to respond to a large-scale bioterrorism 
event. This report is only one of many that indicates the Federal Government writ 
large has failed to posture itself to adequately detect and disrupt CBRNE threats 
or incidents. And ultimately, regardless of Governmental efforts at any level, the 
possibility always will remain that a device or agent could evade detection or even 
be manufactured within the United States itself. As such domestic efforts designed 
to detect and respond to a CBRNE incident are a critical component of the Nation’s 
security, representing the last and perhaps most vital line of defense against these 
weapons. 


For the purposes of this testimony CBRNE and WMD are used interchangeably. 
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No department has a greater role in this effort than the Department of Homeland 
Security. While the Department has succeeded in building a number of individual 
offices, programs, and capabilities designed to detect and respond to CBRNE events, 
its effectiveness continues to be hampered by a variety of challenges. First among 
these is simple but critical — the fragmented organization and approach through 
which the Department executes its CBRNE efforts. Currently responsibility for var- 
ious elements of CBRNE detection and response within the Department is spread 
across no fewer than six separate offices including the Domestic Nuclear Detection 
Office (DNDO), the Office of Health Affairs (OHA), the Office of Policy, the Office 
of Operations Coordination, the Science and Technology Directorate, and the Na- 
tional Protection and Programs Directorate (NPPD). This fragmented architecture 
demands unachievable levels of coordination and cooperation, and makes the imple- 
mentation of common. Department-wide policy and activities unwieldy and difficult. 
Moreover it runs contrary to the Department’s program to improve Department- 
wide unity of effort. 

While organizational dynamics may seem trivial they are critically important 
when countering such complex threats as terrorism and CBRNE. The National Com- 
mission on Terrorist Attacks Upon the United States — the 9/11 Commission — pre- 
sents a scathing critique of U.S. Government inter-departmental coordination. More 
recently the 2008 Commission on the Prevention of Weapons of Mass Destruction 
Proliferation and Terrorism, cited inefficient Government organization as a serious 
problem — with dozens of overlapping offices and officials responsible for addressing 
CBRNE issues. 

The challenge of coordinating CBRNE detection and response is significant. Not 
only must Federal agencies coordinate across the Government but also with State 
and local governments, who likely will be the first responders in such an event, and 
with industry and academia, who provide valuable research and development (R&D) 
and other technical support. Such coordination requires that department and agen- 
cies be unified and well-coordinated internally. Without effective internal coordina- 
tion, departments and agencies cannot expect to succeed with external coordination. 

Most departments and agencies, with the exception of DHS, have a streamlined 
approach to CBRNE with a central office that oversees WMD policy and programs. 
These entities, among others, include the Department of Defense’s Assistant Sec- 
retary of Defense for Nuclear, Chemical, and Biological Defense Programs, the De- 
partment of State’s Assistant Secretary of State for International Security and Non- 
proliferation, and the Federal Bureau of Investigation’s Weapons of Mass Destruc- 
tion Directorate. The unity and strength of these elements with their clear assign- 
ment of responsibilities and clean lines of communication has enabled these organi- 
zations to effectively coordinate internally within their agencies and external with 
the interagency. 

Not only does DHS continue to be the outlier with its fractured approach to 
CBRNE but it also, for unknown reasons, has resisted — or just simply failed to 
prioritize — efforts to correct the issue. In the fiscal year 2013 Homeland Security 
Appropriations Act the Secretary of Homeland Security was tasked by the Congress 
to review the Department’s WMD coordinating mechanisms and provide rec- 
ommendations by September 1, 2013. Yet the Department failed to respond to this 
request until June 2016 — almost 2 years later. 

The benefits to the Department for maintaining its current structure seem elu- 
sive. DNDO was created in 2005 as a separate, stand-alone entity to focus Govern- 
ment and DHS efforts on the nuclear threat. While the office has succeeded in re- 
maining focused it has struggled to develop strategic guidance and direction and to 
manage large acquisition programs. The Global Nuclear Detection Architecture — a 
framework for detecting, analyzing, and reporting on nuclear and other radioactive 
materials — has floundered, and hundreds of millions of dollars have been wasted on 
radiation detection programs that have fallen well short of expectations, such as the 
Advanced Spectroscopic Portal (ASP) and the Cargo Advanced Automated Radiog- 
raphy Systems (CAARS). 

Recently under the leadership of Director Huban Gowadia DNDO has seen signifi- 
cant improvement. Efforts such as the Securing the Cities initiative — a program to 
assist States in establishing capabilities to detect radiological and nuclear materials 
in major cities — have flourished, and the organization’s morale is the highest in the 
Department.^ However, issues still remain, many of which are beyond the control 
of the director. For example the Directorate of Science and Technology, with a lack- 
luster record of coordinating effectively within the Department, maintains its own 
portfolio of nuclear and radiological R&D programs that arguably should fall under 
the purview of DNDO. Additionally key nuclear/radiological policy and operations 
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elements reside within other DHS directorates detached from DNDO. While Dr. 
Gowadia’s strong leadership and vision have improved DNDO, the organization’s ef- 
ficacy cannot be dependent upon personality or leadership alone. It must be strong 
enough not only to stand on its own merit but also to execute its charter both inside 
and outside of the Department. 

The other primary CBRNE entity within DHS, the Office of Health Affairs (OHA), 
probably has suffered most from DHS’s fragmented approach. The Department’s 
chemical and biological defense programs are tucked into the office whose primary 
responsibility is “health and medical expertise.” The relationship between chemical 
and biological threats and public health is clear — but they are by no means the 
same. Having chemical and biological programs as a subset of public health fails to 
recognize the nature of the threat and the organizational efforts required to address 
it, which can be seen in OHA’s execution of its programs. 

The office’s flagship program, BioWatch, which aims to detect the presence of 
high-risk biological agents, has been shrouded in controversy since its inception. In 
2011 the National Academy of Sciences questioned the effectiveness of the currently 
deployed Generation Two (Gen-2) system. Last year the Department cancelled the 
acquisition of the next generation biosurveillance technology (Gen-3), which was to 
replace the fielded Gen-2 systems. The program was moved from OHA back to S&T 
for further development. The Government Accountability Office (GAO) identified a 
number of deficiencies with the Department’s management of the Gen-3 program 
noting that the Department failed to conduct sound mission needs analysis and to 
follow good acquisition processes. In total, the Department has spent over $1 billion 
on BioWatch and has at best provided questionable results. Over $150 million was 
spent on the Gen-3 technology alone before it was cancelled. 

The Department’s chemical defense efforts are similarly lackluster. They are se- 
verely fragmented and generally ineffective at least in part because the issue is 
worked in various, small offices spread throughout the Department. While OHA re- 
tains the overarching responsibility, these other offices own key aspects of the chem- 
ical defense portfolio. The Chemical Facility Anti-Terrorism Standards program, 
which regulates high-risk chemical facilities, is managed by NPPD. And the Chem- 
ical Security Analysis Center (CSAC), which assesses chemical threats and 
vulnerabilities, is led by the S&T office. With a variety of disparate chemical pro- 
grams spread throughout component agencies, OHA’s chemical defense charter is 
seemingly unmanageable. 

DHS’ fractured approach to CBRNE has resulted in inefficient operations, insuffi- 
cient accountability, and wasted taxpayer dollars, ultimately increasing the risk to 
the American homeland. Fortunately, many of these shortcomings can be addressed 
simply by reorganizing and elevating the Department’s CBRNE efforts into single, 
consolidated entity. Such an approach will make it possible for the Department to 
have a focused CBRNE detection and response capability with clear roles and re- 
sponsibilities in order to improve reaction times and accountability, and eliminate 
redundancy and inefficiencies. 


THE SOLUTION 

The Department and Congress must act now to address these shortcomings by 
unifying and elevating DHS’s CBRNE capabilities into one Departmental entity. 
Specifically DNDO and OHA should be merged along with the CBRNE policy and 
operations capabilities and the NPPD Office of Bombing Prevention. The new office 
should be headed by an assistant secretary who reports directly to the Secretary of 
Homeland Security. The Department also should align R&D programs under this 
new office. Given that CBRNE detection and response is inherently a technology- 
intensive venture, there are numerous challenges associated developing and acquir- 
ing the needed technologies. The decentralized nature of CBRNE efforts within DHS 
has led to an equally decentralized system to develop associated technologies, which 
has contributed to many of the deficiencies in DHS CBRNE R&D and acquisition 
programs. To increase both the tactical and strategic integration of the CBRNE de- 
tection and response, the new consolidated enterprise must focus on both policy and 
technology. As such, CBRNE R&D efforts within DHS also should be unified under 
this centralized office. 

The consolidated office also would be able to provide a holistic approach to the 
Department’s WMD programs and eliminate duplication of efforts. With responsi- 
bility and visibility into the Department’s entire range of CBRNE efforts from policy 
to technology to operations the merged entity would ensure continuity and effective 
prioritization of this highly complex threat. Moreover the experiences of the Depart- 
ment’s entire WMD expertise could be leverage on a routine and daily basis. The 
new entity would have the clear charter for establishing and articulating the De- 
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partment’s CBRNE priorities and strategies to both internal and external audiences. 
Perhaps most importantly the assistant secretary would be solely responsible and 
accountable for all CBRNE acquisition programs allowing for a more streamlined 
and agile approach that is directly connected to both policy-makers and operators. 

In addition to raising the profile and priority of CBRNE in the Department, and 
consolidating capabilities and eliminating overlap, the new entity would enhance ex- 
ternal coordination by providing a primary entry point for outside agencies and enti- 
ties seeking to coordinate on CBRNE issues with DHS. In today’s security environ- 
ment there are very few single agency threats and there are even fewer single agen- 
cy solutions. This is especially true with CBRNE where coordination between Eed- 
eral. State/local, academia, and the private sector is an absolute necessity. Under 
the current DHS structure it is uncertain as to who in the Department has the lead 
for CBRNE efforts and at what moment in the process. 

Interagency or inter-departmental coordination is critical when dealing with com- 
plex transnational threats such as CBRNE. In interagency meetings, including at 
the National Security Council level, each Department normally gets a single seat 
at the table. Individuals that are knowledgeable in a broad range of topics, yet still 
technically conversant, often prove to be the most effective participants in these pol- 
icy discussions. Regarding CBRNE, departments must have a cadre of individuals 
who can speak with one voice on the whole of the issues. With DHS’s expertise cur- 
rently stove-piped into disparate parts of the organization, they lack a robust group 
of individuals that has the responsibility and authority to speak to the whole of 
their efforts against CBRNE threats. 

The consolidated entity also would serve as the home base for all DHS CBRNE 
personnel allowing them to benefit from each other’s background and experience not 
only in technology but also in management and acquisition programs. A larger, con- 
solidated cadre of talent also would provide DHS CBRNE professionals with greater 
career opportunities and positions for growth. By raising the profile of CBRNE with- 
in the Department and the interagency, and leveraging the recent leadership efforts 
in DNDO that have resulted in such high morale, DHS CBRNE could become one 
of the most sought-after places to work for WMD professionals. Instead of internal 
components competing against one another for prioritization and resources they 
could be working together for mutual and greater benefit. 

CONCLUSION 

DNDO and OHA have struggled with effectively communicating and facilitating 
a common understanding of the Department’s CBRNE efforts and have ineffectively 
managed major CBRNE acquisitions. The idea of consolidating DHS WMD efforts 
has long been discussed, and now is the time for action. We as a Nation have no 
excuse for not making this change as it will only improve the Department’s ability 
to defend against the WMD threat while eliminating redundancies and inefficien- 
cies. The current model is also inconsistent with the Department’s Unity of Effort 
initiatives. There is simply no reason to maintain the current structure. Ultimately, 
there is no consolidated, single architecture that would perfectly address the mul- 
titude of challenges associated with CBRNE detection and response. However, the 
various offices, programs, and capabilities currently spread across the Department 
can and should be integrated. Through integration, there exists an opportunity to 
forge a more efficient and effective CBRNE detection and response enterprise and 
strengthen our Nation’s security against these devastating weapons. 

Mr. Ratcliffe. Thank you, Mr. Nelson. 

The Chair now recognizes Mr. Stern for 5 minutes. 

STATEMENT OF WARREN STERN, FORMER DIRECTOR, DOMES- 
TIC NUCLEAR DETECTION OFFICE, U.S. DEPARTMENT OF 
HOMELAND SECURITY 

Mr. Stern. Good afternoon, Chairman Ratcliffe, Chairman 
McSally, Ranking Member Richmond, Ranking Member Payne, and 
distinguished Members of the subcommittee. 

I’m pleased to testify today about the Department of Homeland 
Security plan to establish an office responsible for chemical, biologi- 
cal, radiological, nuclear, and explosive threats. I am currently the 
R&D manager at Brookhaven National Laboratory. However, I’m 
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not here today as a Brookhaven employee. I am here as an indi- 
vidual to provide testimony based on my experience in this field. 

From 2010 through 2012, I was the director of DNDO. I have 
also worked in related U.S. Government positions over 25 years, 
and have been part of several Government reorganizations. I draw 
my insights from these experiences. 

In general, I favor the creation of a weapons of mass destruction 
organization within DHS. Weapons of mass destruction threats, 
which are exceedingly infrequent, can be easily forgotten in the 
day-to-day work of Government agencies. A strong organization fo- 
cused on the work necessary to prevent and respond to events of 
low frequency but very high consequence is necessary to prevent a 
terrorist attack using weapons of mass destruction in the United 
States. However, I also believe that a reorganization of the scale 
and scope being considered by the subcommittee would be a signifi- 
cant — would be significantly disruptive to the work of the those in- 
volved. This does not mean that a reorganization should not be 
pursued. It simply means that such reorganization should only be 
pursued if the benefits significantly outweigh the costs. If there is 
a clear objective, and if Congress and the administration have the 
willingness and the ability to devote the resources needed to ensure 
the objectives will be met. 

If a reorganization is to be done, it should be done to make a 
substantially stronger organization. Reorganization should not be 
pursued simply to make a cleaner organizational chart. While 
DNDO has had difficult periods in its relationship with Congress, 
I believe that when I left DNDO, Congress was generally pleased 
with and supportive of its work. I also believe that under the cur- 
rent leadership this is still true, and I’ve heard that today also. 

As such, as Congress considers any reorganization plan, it should 
consider which specific problems with respect to DNDO it is trying 
to fix, as DNDO will be the largest part of the new CBRNE unit. 
Within the context of these cautions. I’d like to highlight three spe- 
cific points regarding the specific reorganization plan presented by 
the administration. 

The first is at the bureaucratic level. The proposed structure 
would place each of the functional units, nuclear, chemical, biologi- 
cal, explosive, below an assistant secretary. This would mean that 
the head of all nuclear functions would no longer have a direct link 
to the Secretary and would become the equivalent of a deputy as- 
sistant secretary or an office head. This structure has the potential 
to diminish rather than to strengthen the role of DNDO. 

For example, when I started at DNDO, one of the main Congres- 
sional criticisms was that the organization had not been able to 
create a Government-wide strategic plan for the global nuclear de- 
tection architecture. Within 3 months we were able to create such 
a plan. The plan reflected the hard work, insights, dedication, and 
diplomatic skills of the DNDO’s many employees. However, it is 
clear to me that this could not have been done if it had not been 
for my ability to reach out to assistant secretaries in other agencies 
as an equal partner and to have a direct line to the Secretary to 
call upon when there were problems. 

My second specific comment relates to the functions of the new 
office. DNDO has a narrowly-defined function, nuclear detection 
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and nuclear forensics. This allows the office to do what it does well. 
The DHS plan suggests that the new office would address a much 
broader span of nuclear topics. The subcommittee should recognize 
that this would have a fundamental and transformative effect on 
DNDO. 

My final point relates to this change in scope. The DHS plan 
notes that the expansion in DNDO’s mission would be accom- 
plished by the inclusion of CBRNE policy and operational support 
personnel within the new CBRNE unit. The shift in personnel into 
the new nuclear organization appears quite small, perhaps a few 
people. It in no way reflects a fundamental shift in the scope of the 
organization. I urge that the actual scope of the new office be clear, 
carefully considered, and related to the manpower it needs for each 
of the new areas to be included in DNDO’s mandate. 

In conclusion, I would once again like to thank the subcommittee 
for the opportunity to testify today, and to emphasize that if a 
CBRNE organization is going to be created in DHS, it should be 
created in a way that makes its constituent parts stronger than 
they are today. I appreciate your consideration of this issue, and 
am happy to answer any questions. Thank you. 

[The prepared statement of Mr. Stern follows:] 

Prepared Statement of Warren Stern 
June 14, 2015 

Good afternoon Chairman Ratcliffe, Chairman McSally, Ranking Member Rich- 
mond, Ranking Member Payne, and distinguished Members of the subcommittee. I 
am pleased to testify today about the Department of Homeland Security’s plan to 
establish a central headquarters office responsible for chemical, biological, radio- 
logical, nuclear, and explosives (CBRNE) threats. 

I am currently senior advisor and R&D manager at Brookhaven National Labora- 
tory. However, I am not here today as a Brookhaven employee or representative of 
Brookhaven or the Department of Energy. Rather, I am here as an individual, to 
provide testimony based on my experience in this field. The views I express today 
are my own. Furthermore, I am not being reimbursed by my employer for the time 
or expense incurred by this testimony. 

From 2010 through 2012, I was the director of DHS’s Domestic Nuclear Detection 
Office. This is the office that would comprise the largest part of the new CBRNE 
office being considered by the subcommittees. I have worked in other related U.S. 
Government positions over a 25-year career and have been part of several Govern- 
ment reorganizations. I draw my insights from these experiences. 

At the outset, I would like to be clear that, in general, I favor the creation of a 
strong WMD organization within DHS. DHS focuses its efforts on threats that mani- 
fest themselves frequently. WMD threats, which are exceedingly infrequent, can 
easily be forgotten in the day-to-day work of Government agencies. A strong organi- 
zation focused on the work necessary to prevent and respond to events of very low 
frequency but very high consequence is necessary to prevent a terrorist attack using 
WMD. 

I believe that a reorganization of the scale and scope being considered by the sub- 
committees would be significantly disruptive to the work of those involved. This is 
not unique to DHS. It is simply what happens during any large-scale reorganization. 
There are winners and losers; civil servants and others will spend time wondering 
what will happen to them and debating the details of the new structure. A reorga- 
nization such as this will set the organization back for a time as the new structure 
transitions. 

This does not mean that reorganizations should not be pursued; it simply means 
that such reorganizations should only be pursued if the benefits outweigh the costs, 
if there is a clear objective, and if Congress and the administration have the willing- 
ness and ability to devote the resources needed to ensure the objective will be met. 

DNDO and C)HA are two of the smallest components in DHS, and some have ar- 
gued that the two should be consolidated to make a more streamlined structure at 
DHS. In my opinion, the Secretary’s office does have too many direct reports. How- 
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ever, because of the costs involved in reorganization, reorganization should not be 
pursued simply to make a cleaner organization chart. 

Some assert that reorganization should be pursued to reduce costs. However, 
while DNDO and OHA work cooperatively when there is a common issue, the mis- 
sions of DNDO and OHA are very different. Nuclear detection and monitoring and 
response to biological threats are distinct disciplines. While there may be small ad- 
ministrative savings in combining the two, it is hard for me to imagine that the ben- 
efits would be significant enough to justify the costs of reorganization. If reorganiza- 
tion is going to be done, it should be done well and done for the right reason: To 
make a substantially stronger organization. 

DNDO is a unique interagency organization, as it is focused on two main areas 
of nuclear terrorism prevention: Nuclear detection and nuclear forensics. DNDO 
works with Federal, State, local. Tribal, territorial, international, and private-sector 
partners to fulfill its mission. It works in coordination with partners from across the 
U.S. Government (USG), including DHS components, the Departments of Energy 
(DOE), State (DOS), Defense (DOD), Justice (DOJ), the intelligence community, and 
the Nuclear Regulatory Commission. 

DNDO develops the Global Nuclear Detection Architecture (GNDA) and imple- 
ments the domestic component of the architecture. DNDO also works with its part- 
ners to coordinate interagency efforts to develop technical nuclear detection capabili- 
ties, measure detector system performance, ensure effective response to detection 
alarms, integrate USG nuclear forensics efforts, and conduct transformational re- 
search and development for advanced detection and forensics technologies. DNDO 
is charged with being the primary Government entity to develop, acquire, and sup- 
port the deployment of an enhanced domestic system to detect and report on at- 
tempts to import, possess, store, transport, or use a nuclear explosive device or un- 
authorized radiological material in the United States. 

While DNDO has had difficult periods in its relationship with Congress, primarily 
surrounding the work related to the Advanced Spectroscopic Portal (ASP) and its 
lack of a strategic plan, I believe that when I left DNDO, Congress was generally 
pleased with and supportive of its work. I also believe that, under its current leader- 
ship, this is still true. As such, as Congress considers any reorganization plan, it 
should consider what specific problem with respect to DNDO it is trying to fix, as 
DNDO will be the largest part of the new CBRNE unit. 

Within the context of the above cautions, I would like to highlight three specific 
issues on the reorganization plan presented in the “DHS Chemical, Biological, Radi- 
ological and Nuclear Functions Report.” 

The first is the bureaucratic level of the CBRNE office and its units. The proposed 
structure would place each of the functional units (nuclear, chemical, biological) 
below an assistant secretary who would be responsible for all of the units and over- 
all CBRNE policy. This would mean that the head of all nuclear functions would 
no longer have a direct link to the Secretary and deputy secretary and would be- 
come the equivalent of a deputy assistant secretary. Presumably, managers below 
the new nuclear head would become the equivalent of office directors or team lead- 
ers. 

This structure has the potential to diminish rather than strengthen the function 
of DNDO. Interagency relationships are at the heart of DNDO’s work. Stepping 
down the level of the director and those helow her could impact the effectiveness 
and efficiency of DNDO. 

For example, when I started at DNDO, one of the main Congressional criticisms 
of DNDO was that the organization had not been able to create a Government-wide 
strategic plan for the GNDA, despite a strong recommendation from Congress to do 
so. I agreed with Congress that such a plan was necessary and was determined to 
create such a plan. Creating any plan across the five or six relevant Departments 
with overlapping responsibilities is an extremely complex task, and my first step 
was to appeal to my counterparts in the other agencies to personally ask for their 
help in creating this strategic plan. I asked each of my counterparts at the assistant 
secretary to show flexibility and consider overriding obstruction by lower-level offi- 
cials in their organizations if necessary. My next step was to explain to the Sec- 
retary and deputy secretary that I needed their help managing the interagency and, 
more importantly, in managing the larger components within DHS. 

Within 3 months, we were able to create the first GNDA strategic plan and de- 
liver it to Congress with concurrence and input from the White House and all rel- 
evant agencies. To he clear, the plan reflected the hard work, insights, dedication 
and diplomatic skills of DNDO’s many talented employees. However, it is also clear 
to me that this could not have been done if I had not been able to reach directly 
out to my interagency counterparts at the assistant secretary level to resolve prob- 
lems and directly leverage the Secretary’s office. 
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My second specific comment relates to the function of the new office. As I men- 
tioned earlier, DNDO has a narrowly-defined function — nuclear detection and 
forensics — and that limitedness has hoth positive and negative elements. On the 
positive side, it allows the office to do what it does well. There are several places 
in the Government that work on nuclear detection, hut no other agency or depart- 
ment covers the detection field so comprehensively or competently, from R&D and 
testing to acquisition and architecture. 

On the other hand, detection and forensics is only a slice of U.S. efforts to prevent 
a nuclear or radiological terrorism. The DHS plan suggests that the new structure 
offers the opportunity for the nuclear office to more rohustly address the span of 
nuclear topics, to include prevention, protection, response, mitigation, or recovery. 
The subcommittee should recognize this relatively small part of DHS’s plan could 
have a fundamental and transformative effect on the work of DNDO. 

My final point is related to the change in scope. The DHS plan notes that the 
expansion in DNDO’s mission would be accomplished in two ways: By inclusion of 
CBRNE policy and operational support personnel within the new CBRNE office and 
by establishing strong linkages between the CBRNE office and a new DHS Joint Re- 
quirements Joint Operational Plans Process. To me, this seems wholly inadequate 
given the potential scope of the new organization. The shift in personnel into the 
new nuclear organization appears quite small, perhaps a few people, and it in no 
way reflects the fundamental shift in scope of the organization. 

Indeed, even with the shift, important elements of the CBRNE mission will re- 
main in other parts of DHS. For example, the Federal Emergency Management 
Agency (FEMA) and National Protection and Programs Directorate (NPPD) will re- 
tain key nuclear missions and personnel that appear to be within the new scope of 
the nuclear part of the new CBRNE office. I urge that the actual scope of the new 
office be clear, carefully considered, and related to manpower needs for each of the 
new areas to be included in DNDO’s new mandate, which could be substantial. 

In conclusion, I would once again like to thank the subcommittees for the oppor- 
tunity to testify today and to emphasize that if a CBRN organization is going to 
be created in DHS, it should be created in a way that makes its constituents — in 
particular DNDO — stronger than they are today. I appreciate your careful consider- 
ation of this issue and am happy to answer any questions. 

Mr. Ratcliffe. Thank you, Mr. Stern. 

I’d now like to recognize the gentlelady from Arizona, Congress- 
woman McSally for 5 minutes. 

Ms. McSally. Thank you, gentlemen. I really appreciate your 
testimony today and your experience as outsiders but also former 
insiders, in some cases, on what’s the best way for us to be combat- 
ting these threats. I agree with you, I spent 26 years in the mili- 
tary, I said this to the last panel. I’ve reorganized for reorganizing 
sake or been a part of those in the past. Managing change is some- 
thing that is, you know, sometimes doesn’t end up with a better re- 
sult. So, I mean, I appreciate your perspectives on that, Mr. Cohn, 
and, Mr. Stern, especially your comments on that. 

So can we talk a little bit more about that? Just elaborate a little 
bit on your perspectives of how you think this change would be 
managed. I hear you say it needs to happen, and so how do you 
think it would be managed so it is for the good and it isn’t like a 
bureaucracy that then resists the change and ends up less capable 
to actually address the issue that we were trying to do because bu- 
reaucracies have an ability to resist change. 

So just wondering about your perspectives, and also, Mr. Stern, 
having been there on if this is, you know, the right thing to do, how 
that should be managed so that we don’t have a dip. Because some- 
times there’s a dipping capability as you’re moving to a new order, 
and what you think we can learn from your insights on how to do 
it well if it goes into force? 

Mr. Cohn. So I think the most important thing in any organiza- 
tion, whether you’re leading as it is or reorganizing it is a clear 
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sense of mission, strong leadership who are empowered to carry out 
that mission, and a workforce that clearly understands what is ex- 
pected of it in that new organization. 

So I think that the most important pieces — and so in this way 
I agree with Warren that the reorganization should not he under- 
taken for reorganization’s sakes. But the Department has set out 
some key reasons why the reorganization needs to take place. Peo- 
ple within the Department and outside the Department need to 
know where they go for this source of expertise, people within and 
outside of the Department, and that may he its operating compo- 
nents down to the individual CBP Officers or others, as Ranking 
Member Richmond has mentioned. Whether that is State and local 
officials from Texas or Arizona or Louisiana or wherever they are, 
or from the Federal interagency to he able to have one place to go. 
As was pointed out, that there is one official who is accountable for 
making decisions based on risk across these entities. 

So I think that it’s imperative in this reorganization, and Con- 
gress has the opportunity to clearly set the mission, clearly set the 
authorities, and clearly direct the new office in a task to carry out 
the Department’s National and overall responsibilities in an inte- 
grated way. 

Ms. McSally. Mr. Stern, you got any perspective? 

Mr. Stern. Yeah. So I think the most important thing, assuming 
a transition is going to occur, is to ensure that the objectives which 
Mr. Cohn mentioned are linked to the means. That it’s clear to the 
individuals involved how this change relates to those objectives. 

So, for example, if the objective is to strengthen the organization, 
then presumably there should be an elaboration of how this 
strengthens the organization and how the individuals in the exist- 
ing units fit into that strengthened organization, and although the 
administration or the DHS plan is not very detailed, understand- 
ably at this point, I think at some point before Congress approves 
of this it should be well explained and it should be explained to the 
staff. 

The other thing that I would suggest in order to ensure that it’s 
not too disruptive is to ensure that in DNDO’s case that it moves 
as a unit. For example, I think there’s been discussion of moving 
the R&D part of DNDO, and that was in play when I was director 
also, and I fought strongly against it. DNDO acts as a unit and 
acts together and is structured that way, and the objective would 
be to minimize that transition in the creation of this new organiza- 
tion. 

Ms. McSally. Great. Thanks. I heard you talking about, and I 
totally agree, if people don’t know who to call, if there’s not one 
place or somebody who’s responsible at the right level, then that 
can be confusing both within the Department and the interagency 
and then with us. But having an assistant secretary as an answer, 
we’re marking up a bill later this week to create potentially an- 
other assistant secretary about countering violent extremism. 

So how many direct reports — or how many assistant secretaries 
will there be when we’re done with this, and is there a down side 
as we try and elevate those many different missions that it — ^you 
know, that we have too many chiefs and not enough Indians, so to 
speak, you know, just to use that example. 
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Mr. Cohn. My experience in the Department is that when an of- 
fice like this is created, it’s not at the diminution of the sub offices 
that are incorporated, but rather when you have heads of indi- 
vidual offices all reporting to the Secretary, it diminishes the im- 
pact that any one of them has. So in this case you are taking two 
direct reports and pieces of other entities and combining them into 
a single organization with a single leader at a level of stature who 
can then have the level of impact directly with the Secretary, the 
deputy secretary, and the Department’s leadership that you would 
want for this function. 

Ms. McSally. Great. Thanks. My time’s expired. Thanks, Mr. 
Chairman, for yielding to me so I can go to the floor and talk about 
National security. Another important issue. 

Mr. Ratcliffe. I thank the gentlelady for yielding back, and the 
Chair now recognizes the Ranking Member of the Subcommittee on 
Cybersecurity, Infrastructure Protection, and Security Tech- 
nologies, the gentleman from Louisiana, Mr. Richmond. 

Mr. Richmond. I guess I’ll start with Mr. Stern, because I think 
you touched on it a little bit, and then as Mr. Nelson and Mr. Cohn 
want to chime in, you’re more than welcome. 

I’m trying to get a feel for what extent you think the proposed 
consolidation represents a departure from existing technologies ac- 
quisition review processes for each office or component. Let me give 
you an example. Would you recommend that the newly-minted as- 
sistant secretary scrutinize current activities and re-assess or re- 
prioritize their relevance or need? Second, how would you form a 
CBRNE office? Feel free to take a minute to expand on a your 
thoughts too. 

Mr. Stern. Yeah, thank you. Following in answering this ques- 
tion and following on the last answer, the consolidation within 
DHS and removing direct reports from the Secretary doesn’t nec- 
essarily require the diminution of the directors below the assistant 
secretary level. So now you’ll have an assistant secretary and/or 
some perhaps under secretary with several independent yet cooper- 
ative elements below it. 

It doesn’t fundamentally affect the way acquisition is done, al- 
though it provides the opportunity for joint acquisitions between 
the different components within this new CBRNE unit. So it has 
the potential to improve acquisition processes, but that can’t be 
taken as a foregone conclusion. 

Mr. Nelson. To the earlier point as well, we could make it an 
under secretary as well. I think the Department’s probably short 
two under secretaries to begin with, and raise them up. Again, not 
all departments are going to be equal either. All assistant secre- 
taries wherever we are regarding Government aren’t weighed. 

But as far as the acquisition, I think having that one individual 
that is responsible for these complex — technically complex acquisi- 
tion programs, having that charter is critically important. Right 
now, as I said in my comments, the acquisition in the R&D is so 
fragmented throughout the Department and agency, and with these 
programs moving through the system and exchanging hands, 
there’s really no one to go to and say: Okay. Who is ultimately re- 
sponsible for X, Y, and Z, and who’s following it through? That’s 
what that under secretary — assistant secretary is going to give you. 
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the single belly button that is oversight inside the Department and 
oversight to you here in Congress. 

Mr. Cohn. I think that this is a departure from the way that the 
Department is currently operating, and that is for the better. I 
think it is an opportunity to combine the best of what you heard 
from each of the three panelists on the first panel. 

No reorganization, as Mr. Nelson said, change — or Mr. Stern 
said — changes acquisition oversight or other things automatically. 
It simply sets the conditions for that. But this type of integration 
allows you to take that focus that Dr. Gowadia spoke of and ex- 
pand it across the CBRNE space. 

It allows you to take the risk-oriented approach that Dr. 
Brinsfield noted, invest the assistant secretary with the ability to 
look across this portfolio and make decisions based on risk in con- 
sultation with and in service to, the Department and its external 
stakeholders. It gives the assistant secretary in the office the op- 
portunity to take that integrated view that Dr. Brothers said was 
so important, especially when you’re dealing with technical sub- 
jects. 

Mr. Richmond. As they embark on this creation and, really, the 
goal of getting unity of effort, and you talk about focus, what would 
your advice b^e in terms of the maybe not so obvious but pitfalls 
that may be in there or unintended consequences that you would 
want to give just a heads-up that they should look for? We can 
start in same order. Fine with me. 

Mr. Nelson. Sorry. I apologize for interrupting. I would say, 
somebody’s mentioned it, but this is critical, again, having spent 20 
years in Government, you have to merge them. It can’t just be reor- 
ganization on a piece of paper. It has to be a full integration, and, 
as Alan pointed out, a very clear charter, that there can’t have 
been DNDO inside this organization and OHA inside this organiza- 
tion. It has to be a blending, a full blending, of the organization. 
That’s probably the biggest pitfall. 

Mr. Stern. I would say the biggest pitfall is not adequately de- 
fining the function of the new organization that is — in the adminis- 
tration plan, it suggests that this new nuclear unit will be doing 
a lot more than DNDO currently is doing. The nuclear security 
field is vast, and nuclear detection and nuclear forensics, which are 
narrowly what DNDO does, are a small part of that, and they do 
it well. But if that’s going to be broadened, then that should be 
done intentionally with the resources devoted to the new areas of 
consideration. 

Mr. Cohn. I think the other point I would add to those points, 
and it’s as you pointed out, there are dedicated employees across 
the Department of Homeland Security. Whenever there’s a reorga- 
nization, clear direction should be given and the leaders have to 
lead. Leaders have to lead in the direction of the mission as it is 
set forth because that is what’s owed to the employees of the De- 
partment. 

Mr. Richmond. Thank you, Mr. Chairman, and I yield back. 
Thank you to the witnesses. 

Mr. Ratcliffe. Thank the gentleman. I yield myself as much 
time as I may consume. 
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I’d like to start with an issue that we discussed with the prior 
panel. You all were present in the room and were able to hear the 
testimony talking about DNDO functioning well, and one of the 
reasons given for that success was the ability of DNDO to achieve 
end-to-end solutions in part because the research and development 
component was contained therein. 

I asked a question of Dr. Brothers about the reorganization and 
the fact that, as it’s proposed, the chem/bio research and develop- 
ment would not transfer. His response to that question was essen- 
tially different models work well. I want to start with your perspec- 
tive on that, whether or not you agree with that? 

Mr. Cohn. I’ll start with that. I do think that, as I said in my 
testimony, there are different models at play here. They have suc- 
ceeded in some ways. They have failed in others. I think actually 
that both Mr. Stern and Dr. Gowadia underplay their own role in 
the success of DNDO. DNDO has been very well led in the past 
several years, and that has contributed substantially to its success. 
Because DNDO was organized in the same way since its inception 
and had significant failures at that point as well. 

I think in this instance I wish there was an answer to give to 
this committee where the work had been done and to be able to say 
model A is correct or model B is correct. I don’t believe that it is 
right to have multiple models running simultaneously. I do not 
know which of those models is the best for the Department. But 
I do believe — and I believe that this opportunity gives Congress the 
chance to mandate and the Department to carry out an examina- 
tion, both itself and with an outside independent entity that knows 
how these different models work in the Department, in other Fed- 
eral agencies, in private-sector organizations and determine which 
is the best model for the Department. 

Because mixed multiple models in different areas I think is more 
of a reflection of the desires of the individuals now than what is 
the most durable solution over time. 

Mr. Nelson. I agree with what Alan is saying. I don’t think you 
can have this mixed model. I also think that one of the reasons 
why you’ve had such success at DNDO is because you have that 
tail to nose entire system in process, in place. Alan and I were talk- 
ing earlier. You know, the original intention of the Department was 
to have a WMD office that has S&T focus when it was originally 
thought of, and instead we ended up with an S&T department with 
a WMD sub-focus. 

So we now find ourselves trending back to the original model 
that was conceived by the people that thought about this originally. 
So I would like to see those R&D efforts moved over into this enti- 
ty. I think it is such a critical issue, and the understanding of the 
topic is so technical that it has to be placed under the experts to 
understand its information. 

Mr. Stern. Thank you. Well, nuclear detection and, for example, 
biological response, are very different beasts, even in concept. For 
example, in the area of nuclear detection, we’re trying to detect 
things before they’re released. Most of what in the bio world they 
consider prevention they’re actually calling prevention for things in 
the nuclear world we would call response. 
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So they’re already different concepts. In that context, I guess I 
really wouldn’t have a problem with two different approaches to de- 
velopment existing in the same organization. I do know, however, 
that for DNDO the integrated model is the right one. When I first 
started 5 years ago, there was, in fact, a push in legislation to take 
the R&D portion out of DNDO. I felt then and I feel now it’s the 
wrong approach because it’s very, very difficult to separate R&D 
from testing to acquisition in the overall — in the global architecture 
that DNDO is in charge of. 

So I know that the existing approach is the right one for DNDO. 
I don’t necessarily know if it’s right or wrong for the bio and chem 
world, but I don’t know that they necessarily have to have the 
right — the same approach just to be a little bit — make a slightly 
separate concept. 

One way to resolve this is to put this all including R&D under 
one big under secretary, the under secretary of science and tech- 
nology, and turn that into a weapons of mass destruction unit. 

Mr. Ratcliffe. Terrific. Thank you. Mr. Cohn, as you know and 
as you just mentioned, both DNDO and OHA have had major ac- 
quisition failures in the past, and those acquisition failures have, 
frankly, cost taxpayers millions of dollars. I assume that you think 
that the current structure of the CBRNE components contributed 
to that problem. 

But do you think — is it your opinion that this new CBRN or 
CBRNE office will address those types of failures in the future? 

Mr. Cohn. I think that office as proposed poses a better chance 
of preventing those failures than the current model. As Dr. Broth- 
ers and others mentioned during the first panel. Secretary Johnson 
has embarked on the strengthening the departmental Unity of Ef- 
fort Initiative which includes implementing a virtual management 
system within the Department and empowering the Department’s 
leadership. It’s a more closely-examined major program execution 
and major acquisitions through strategy, joint requirements, pro- 
gramming, and budgeting, and major acquisition oversight. 

Creating an assistant secretary who has full scope responsibil- 
ities across CBRNE issues, placing that individual into the leader- 
ship and really empowering that individual to speak definitively, 
on the one hand, in those fora, and to engage with the heads of the 
operational components and with the external stakeholders who, as 
was mentioned, are the source of the requirements, and who will 
be the end-users of what is developed, I think gives a better chance 
of creating success in acquisition oversight and not wasting — not 
leading to the same program cancellations and terminations that 
we’ve seen than the current model. 

Mr. Ratcliffe. Terrific. Thank you, Mr. Cohn. 

Mr. Nelson, given your experience in the field and in the inter- 
agency, I just want to make sure I have your testimony very clearly 
on how the current CBRNE structure negatively affects DHS’s role 
and stature within the interagency. 

To that point. I’d like you to speak to the importance of DHS 
having a strong focal point for interagency collaboration. 

Mr. Nelson. Thank you, Mr. Chairman. It’s critically important. 
You know, as I said in my written testimony, today there are very 
few single agency problems, in there are even fewer single agency 
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solutions. So interagency coordination with Federal, and with State 
and local, is critically important. On the very basic end, you have 
to he able to — if I have a question who do I call, who do I pick up 
the phone and call at what point in that process? Right now it’s so 
fragmented in the industry, in DHS, you don’t know where it is on 
the S&T side, or whether it’s with DNDO or with OHA. That 
makes it extraordinarily difficult. 

Moreover, when you’re talking about interagency coordination, 
whether it’s a meeting at the White House or any other inter- 
agency meeting, you usually get one seat at the table per depart- 
ment. Those individuals need to be able to speak for the whole of 
the issue. It’s not convenient and useful to inject subject-matter ex- 
perts for every single policy meeting. You have to have people that 
can go into those meetings that are aware of the full breadth of 
what is going on inside the Department. 

Right now there isn’t a cadre of individuals inside DHS that can 
represent the Department in meetings regarding WMD issues at 
large. They have to determine what the subject is and then pull 
those individuals in. 

Mr. Ratcliffe. Okay. Thank you. So, Mr. Stern, let me follow up 
with you in that regard. Because in your testimony, one of the 
things you — to quote you, you said that the proposed structure, 
“has the potential to diminish rather than strengthen the function 
of DNDO.” 

I’m wondering whether you think that the way this creating an 
office with the assistant secretary sort-of better evaluates the im- 
portance of the mission and gives DHS CBRNE programs a better 
stature and voice within the interagency? 

Mr. Stern. Yeah. So after 25 years of working, actually more, in 
the interagency, most WMD-related important meetings aren’t 
WMD at large. They’re nuclear, biological, chemical, separate. So 
if the nuclear part of DHS is what would in the new structure be 
a deputy assistant secretary or an office director, that individual 
might not even be invited to some of these meetings. 

So, yeah, I believe that in order to maintain, if not strengthen 
the role of nuclear in the DHS’s structure, in fact, the individual 
in charge needs to be elevated, not diminished, in his or her role. 
It may sound overly bureaucratic, but having, again, worked for 
many years in interagency, there’s a big difference between an of- 
fice director and an assistant secretary and what that individual 
can get done. 

Mr. Ratclifee. Gentlemen, thank you all for being here. I know 
I speak on behalf of everyone that your testimony’s been very valu- 
able. Obviously a number of the subcommittee Members weren’t 
able to return after votes, but Members of the subcommittee will 
likely have some additional questions for you since they weren’t 
able to return, that we would ask you to respond to those in writ- 
ing. 

Pursuant to committee rule 7E, the hearing record will remain 
open for a period of 10 days. Without objection, the subcommittees 
now stand adjourned. 

[Whereupon, at 4:46 p.m., the subcommittees were adjourned.] 
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Questions From Honorable Donald M. Payne, Jr. for the Department of 

Homeland Security 

Question 1. It has been observed that there are CBRNE functions from across the 
Department — from FEMA to NPPD — that are not included in the proposed realign- 
ment. How did the Department decide to include certain activities but not others 
in the reorganization proposal? 

Answer. The proposed reorganization of the Department’s chemical, biological, ra- 
diological, nuclear, and explosives (CBRNE) functions is intended to focus head- 
quarters offices on the principal objectives of the Unity of Effort initiative, including 
integrating the broad and complex Department of Homeland Security (DHS) mission 
space and empowering DHS components to effectively execute their operations. 
Other CBRNE functions exist within the Department, including those at the U.S. 
Customs and Border Protection and the Federal Emergency Management Agency. 
Alignment of the Department’s headquarters CBRNE-related support programs and 
activities will strengthen DHS operational activities. Since this was a reorganization 
of headquarters’ functions to create a mission support office and to minimize disrup- 
tion of operations, we did not consider programs and efforts currently executed by 
the above-mentioned operational components. 

Question 2a. The Department does not anticipate any cost savings from reorga- 
nization, but there is potential for new costs to be incurred. 

For example, would the over 200 employees of the new CBRNE Defense Office be 
co-located at some point in the future? 

Question 2b. What other costs could result from the proposed CBRNE Defense Of- 
fice? 

Answer. The Department intends to undertake major movements of personnel as- 
sociated with the proposed CBRNE reorganization in concert with the expiration of 
current office leases. Physical consolidation of the new CBRNE office may occur as 
early as 2018, pending approval of requested funding for DHS Headquarters moves 
to the St. Elizabeths Complex. 

The Department is committed to responsibly identif 3 dng ways to reduce its over- 
head costs, as exemplified by the new facilities consolidation pilots being undertaken 
in the Seattle and Boston areas, in order to ensure we make every dollar available 
to directly enable operations in the field. DHS will consider the new CBRNE Office, 
along with other DHS headquarters offices, as we explore other efficiencies pro- 
posals. 

Question 3. Dr. Brinsfield, as DHS plans to expand the scope of its biosurveillance 
capability, what impact will this have on prioritization and investment decisions 
across the biosurveillance enterprise for the core biosurveillance functions called for 
in the National Strategy for Biosurveillance? 

Answer. DHS is committed to countering biological threats and hazards and im- 
plementing the National Strategy for Biosurveillance. The 2014 DHS Quadrennial 
Homeland Security Review included biological threats and hazards as a top home- 
land security risk. Since the Department’s biosurveillance activities are performed 
by the OHA, which is being brought into the new CBRNE entity in its entirety, the 
reorganization will not have an immediate effect on biosurveillance. In the longer 
run, bringing the Department’s biological risk assessment activities within the 
CBRNE entity should improve our ability to ensure that our biosurveillance efforts 
are optimally informed about the evolving nature of biological risks and hazards. 
However, these efforts will also be informed by CBRNE-related projects and exper- 
tise remaining in the Science and Technology (S&T) Directorate and other parts of 
DHS, and maintaining the close working relationships between the CBRNE entity 
and the rest of the Department will be necessary to optimally inform biosurveillance 
and other activities. 
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This CBRNE reorganization is focused on making smart choices in consolidating 
DHS headquarters functions to address threats. The goal is not to change the scope 
of our biosurveillance capability but rather to be better able to adapt and adjust to 
threats as they evolve. Further, the reorganization will help amplify existing efforts 
by looking across the entire space to find the gaps and work together to address 
them. 

Question 4. Dr. Brinsfield, this year, the Office of Health Affairs Chemical De- 
fense Program conducted a Chemical Demonstration Project in Baltimore, Mary- 
land. Within the next year, the Demonstration Project will be expanded to four new 
cities. 

How will the Department ensure that on-going activities, such as the Chemical 
Demonstration Project, are not interrupted? 

Answer. Since the Chemical Demonstration Project is conducted by the OHA, 
which is being brought into the new CBRNE entity in its entirety, the reorganiza- 
tion will not have an immediate effect on this program. Rather, this reorganization 
is intended to integrate the broad and complex DHS mission space and empower 
DHS components to more effectively execute their operations. The Chemical Defense 
Program will continue to pursue its projects and provide invaluable insight and ex- 
pertise to DHS senior leaders, the Federal Government, and State and local commu- 
nities. OHA chemical demonstration projects are currently underway in four cities: 
Houston, TX; Boise, ID; New Orleans, LA, and Nassau County, NY. These four cit- 
ies were chosen through a competitive selection process evaluating their chemical 
threat risk (city and venue) and community interest and goals to improve chemical 
incident preparedness. I can assure you that, as a critical portion of our chemical 
defense portfolio, the demonstration projects will not be interrupted due to the form- 
ing of the new CBRNE office. It is our intent through the consolidation of the 
CBRNE missions to increase awareness of the Chemical Defense Program. 

The demonstration projects focus on improving information flow, enhancing deci- 
sion making and aligning resources to optimize emergency response. At the comple- 
tion of all the demonstration projects, OHA will have examined in detail where the 
leverage points within the emergency response system exist and will have identified 
where specific solutions can address the greatest challenges, limitations, and gaps 
each community faces. Our analysis is intended to lead to the delivery of a set of 
preparedness tools, shared best practices, and guidance for comprehensive commu- 
nity preparedness to a large-scale chemical incident. 

Question 5. Dr. Brinsfield, does the Department anticipate that the consolidation 
would have an effect on the mission of the National Biosurveillance Integration Cen- 
ter? 

Answer. Since the National Biosurveillance Integration Center is located within 
the OHA, which is being brought into the new CBRNE entity in its entirety, the 
reorganization will not have an immediate effect on its operations or mission. Rath- 
er, this reorganization is intended to integrate the broad and complex DHS mission 
space and empower DHS components to effectively execute their operations. OHA’s 
programs, including the National Biosurveillance Integration Center (NBIC), will 
continue within the new CBRNE organization. In meeting its mission to integrate 
information about threats to human, animal, plant, and environmental health, 
NBIC already shares information with its partners regarding a variety of CBRNE 
and emerging infectious disease threat sources which will continue and complement 
the activities of the new organization. For example, past reporting has occurred dur- 
ing nuclear power plant disasters, chemical spills, natural disasters, and novel dis- 
ease outbreaks such as Ebola. NBIC frequently taps into the subject-matter exper- 
tise resident within OHA to field a range of requests from its stakeholders. This 
reach-back capability will only be strengthened within the new structure as NBIC 
will have more ready access to the considerable radiological, nuclear, and explosive 
SMEs consolidated in the new organization. The Department sees the reorganiza- 
tion as an opportunity to capitalize on the concentration of CBRNE expertise to en- 
hance the mission of NBIC. 

Question 6. Dr. Brinsfield, the current BioWatch system has been in the field for 
over a decade and the National Academies and the GAO have raised questions on 
the value this type of biosurveillance adds across the broader threat arena. What 
impact will expanding the scope of DHS’s traditional biosurveillance efforts have on 
the BioWatch program? 

Answer. DHS is committed to countering biological threats and hazards. The 2014 
DHS Quadrennial Homeland Security Review included biological threats and haz- 
ards as a top homeland security risk. The BioWatch Program is the only early warn- 
ing system for aerosolized biological threats and is a key element of DHS’s strategy 
to manage biological risk, per the 2014 QHSR. BioWatch helps build the prepared- 
ness of local jurisdictions in case of a biological attack, informing and equipping de- 
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cision makers at the local, State, and Federal levels with the information they need 
to make decisions that can save lives and mitigate damage. The goal of this CBRNE 
reorganization is not to change the scope of our biosurveillance efforts or the role 
for BioWatch, per se, but rather to be better able to adapt and adjust to threats 
as they evolve. BioWatch will benefit from the enhanced coordination, as will all of 
OHA’s programs. In addition, the Secretary identified BioWatch as the DHS Pro- 
gram of Record for biosurveillance and directed that the technology used in the 
BioWatch Program be updated. Consistent with the Secretary’s decision, the OHA 
BioWatch Program is actively working with DHS S&T, our Federal partners and 
partners at the State and local level to identify new and better technologies and 
field them as soon as possible. 

The use of biodetection, while complementary with surveillance, provides certain 
advantages over medical surveillance alone. Medical surveillance detects the pres- 
ence of disease in the population after people become symptomatic. Biodetection de- 
tects the presence of a potential attack prior to the population becoming s 3 mipto- 
matic and allows for the dispensing of antibiotics before symptoms appear, making 
for a more efficient response. These benefits of biodetection were reinforced by an 
independent analysis conducted by both the Institute for Defense Analyses in 2013 
and Sandia National Laboratory in 2012. In addition, the environmental surveil- 
lance provided by BioWatch provides more precise information on timing, specific 
location and the type of agent used in an attack. 

Question 7. If Congress were to approve the reorganization proposal, what specific 
steps would the Department take to limit the negative impact on employee morale? 

Answer. The morale of our employees is a priority for the Department. The deputy 
secretary is undertaking a number of initiatives to find innovative ways to engage 
employees, share employee ideas, and address concerns regarding transparency in 
hiring, promotion, and training opportunities. These principles will be practiced 
within the new CBRNE office. Specifically, the Department will engage employees 
and provide avenues for information sharing and feedback between leadership and 
staff throughout the reorganization process. The Department will develop a change 
management and communications plan to help make the process as smooth as pos- 
sible for all employees. 

Open communication throughout the included organizations and two-way informa- 
tion forums will reduce the negative impact on morale. Effective change manage- 
ment will be important as this reorganization takes place, and we have been keep- 
ing our employees apprised and engaged in the process. We are committed to help- 
ing our employees achieve our mission through this new organization, and we will 
continue to support them and help them in moving the mission forward. 

Question 8. Two years into the realignment, what should this committee be look- 
ing for, in the way of metrics, to know whether it was a success? 

Answer. The new CBRNE office should be judged on how well the Department’s 
CBRNE policies, strategies, plans, budgets, acquisitions, and other activities are 
synchronized across the breadth of DHS stakeholders and how they are driving im- 
proved operational results. We will not be judging the new organization solely by 
the publication of new guidance documents. Rather, we will assess the effectiveness 
of the new CBRNE Office, as we do with other elements of DHS, on the success of: 
CBRNE capability requirements development; sustainable investment in CBRNE-re- 
lated capabilities; CBRNE acquisition program health; CBRNE operational plan de- 
velopment and exercises; and ultimately, our response effectiveness to CBRNE 
threats and incidents, whether naturally-occurring or man-made. 

Question 9. The proposed consolidation for the CBRNE office appears a bit lop- 
sided. The CBRNE office will do R&D for radiological and nuclear activities, but 
S&T will keep researching chemical and biological technologies. 

Does the Department anticipate requesting future reorganizations to further align 
CBRNE R&D functions? 

Answer. The Department does not have future plans to further align chemical, bi- 
ological, radiological, nuclear, and explosives Research and Development (R&D) 
functions. One of the driving principles for this reorganization has been to “preserve 
programs and activities that are currently working.” Therefore, the proposed struc- 
ture for R&D seeks to minimize the disruption to CBRNE R&D activities. Due to 
the current synergies between chemical and biological R&D within S&T and the fa- 
cilities at which the work is conducted, the R&D function will not transfer to the 
CBRNE Office. The CBRNE office would provide requirements and work closely 
with S&T for the needed chemical and biological R&D for the office. Radiological 
and nuclear R&D, which is currently performed extremely effectively in DNDO, 
would move to the new CBRNE office and continue to receive R&D requirements 
from the DHS operating components. 



54 


Question 10a. There are concerns about how the CBRNE reorganization would af- 
fect the existing relationships that OHA, S&T, and DNDO have with stakeholder 
groups. 

Under the reorganization, how does the Department envision sustaining relations 
with stakeholder groups? 

Question 10b. For example, if the assistant secretary determined that the 
BioWatch program no longer aligned with the current threat picture and decide to 
nix the program, how would the Department go about sustaining its partnerships 
with the State and local public health officials who participated in BioWatch? 

Question 10c. Similarly, how does the Department expect Federal interagency re- 
lationships to be affected by the reorganization? 

Answer. OHA, S&T, and DNDO, and the other offices included in this reorganiza- 
tion, will continue to provide the same level of support to their Federal, State, and 
local stakeholders and will work to ensure minimal disruption to their partners. 
One of the focus areas of the new organization is to ensure strong coordination proc- 
esses and procedures both internally and with other Departmental and interagency 
partners to advance the DHS CBRNF agenda through a single point of contact on 
CBRNF issues. In this new structure, when an agency reaches out to DHS, we will 
be coordinated and ready to work with their equivalent offices. Similarly, when 
State, local, non-Governmental, and private partners reach to DHS for help, we can 
assist them regardless of the issue, or the changing nature of the threat they face. 

The BioWatch Program is the only early warning system for aerosolized biological 
threats and is a key element of DHS’s strategy to manage biological risk, per the 
2014 QHSR. There are no plans to cancel the BioWatch program. Further, the as- 
sistant secretary for CBRNF would use strategic prioritization documents and De- 
partmental review processes when implementing the Department’s priority pro- 
grams. It should be noted that a major strength of the BioWatch Program is the 
interaction that it has at virtually all levels of Government. The BioWatch Program 
is building preparedness by coordinating and/or participating in 30-plus exercises/ 
drills annually, creating guidance documents, providing essential training and tech- 
nical assistance to stakeholders Nation-wide, and enabling a forum for Federal, 
State, and local stakeholders to share all types of relevant data and information 
during an act of bioterrorism. Also, the BioWatch Program has forged strong ties 
at the Federal level, expanding cooperation and strengthening ties with a number 
of agencies. This capability will be maintained and further leveraged within the new 
CBRNF office. 

Question From Honorable Sheila Jackson Lee for Kathryn H. Brinsfield 

Question. Biological threats like Ebola can cross our borders without notice. An 
apparently healthy person that enters the United States can become infectious with- 
in 21 days. Ebola is not the worst of the highly infectious diseases — only an example 
of one of the challenges of a biological early detection system. We have hoped for 
an automated system that could detect chemical and perhaps biological agents on 
a person through an early detection system. The experience of the last year with 
Ebola raises questions about the role first responders play in early detection and 
containment. 

The focus of much of the work on detection and containment efforts may focus 
on emerging infectious diseases, which can be defined as those infectious diseases 
that have newly appeared in a population or have existed but are rapidly increasing 
in incidence or geographic range, or that are caused by one of the NIAID Category 
A, B, or C priority pathogens. 

Ebola is designated as a Category A infectious disease along with anthrax, botu- 
lism, plague, and small pox. It is likely that should a terrorist attack come in this 
form, it would likely be discovered after people start to become ill. 

Should we be more focused on training, equipment, and protocols for first re- 
sponders on the local and State level to better prepare for biological threats? 

Would a survey conducted by local health departments of hospitals be helpful in 
learning how prepared they may be to address highly infectious diseases that may 
arrive without notice? 

Answer. The training, equipment, and protocols for first responders are of primary 
importance for the Department. For example, in the past year OHA has published 
two guidance documents for first responders in collaboration with our interagency 
partners: Patient Decontamination in a Mass Chemical Exposure Incident: National 
Planning Guidance for Communities; and First Responder Guidance for Improving 
Survivability in Improvised Explosive Device (lED) and/or Active Shooter Incidents. 
Past guidance has focused on protecting responders against the anthrax threat. In 
addition to providing guidance, OHA is also developing a pilot initiative to educate 
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first responders about anthrax and offer them voluntary access to the anthrax vac- 
cine. 

OHA collaborates with National emergency medical service (EMS) organizations 
and Federal Government entities to help identify EMS system needs and possible 
solutions and engages EMS stakeholders Nation-wide to improve response coordina- 
tion between jurisdictions and agencies, across State lines, and with the Federal 
Government. Through these collaborations, OHA contributed to interagency guid- 
ance on personal protective equipment for first responders in response to the Ehola 
threat; and worked with FEMA to make sure communities can use their grant dol- 
lars to purchase personal protective equipment for non-law enforcement personnel 
responding to Improvised Explosive Device (lED) or active-shooter incidents. OHA 
also participates in the Interagency Board, a group of emergency preparedness and 
response practitioners who assist in the development and implementation of per- 
formance criteria, standards, test protocols, and requirements for all-hazards inci- 
dent response equipment. 

The BioWatch program works with State and local officials and responders in ju- 
risdictions across the country to develop clear and detailed plans to respond to bio- 
logical agent detection, and the NBIC distributes reports on emerging and current 
biological threats to approximately 1,500 State and local officials. We are also devel- 
oping a set of preparedness tools, shared best practices, and ^idance for com- 
prehensive community preparedness to a large-scale chemical incident through our 
chemical demonstration projects. We will continue to prioritize supporting first re- 
sponders, in coordination with our DHS and interagency partners, to ensure they 
get the tools, resources, and training they need to act as the Nation’s first line of 
defense. 

In the event of a National health threat/emergency the Department of Health and 
Human Services (HHS) Assistant Secretary for Preparedness and Response (ASPR) 
and HHS’s Centers for Disease Control and Prevention (CDC) have substantial re- 
sponsibilities. ASPR is the chief advisor on public health and medical preparedness 
for and response to emergencies. It maintains a database of hospitals and associated 
resources, as well as other facilities capable of providing health care; it also man- 
ages a program that can obtain near-real-time counts of available beds under sev- 
eral bed categories. Among CDC’s public health responsibilities, specifically in the 
response to Ebola, were designing the tiered health care system approach (front-line 
facilities, assessment hospitals, and Ebola treatment centers), deploying teams of ex- 
perts to hospitals at the request of States, and working with States and hospitals 
to identify any operational gaps and recommend improvements. The CDC also 
issued Interim Guidance for Preparing Frontline Healthcare Facilities for Patients 
Under Investigation for Ebola Virus Disease. 

Question From Honorable Donald M. Payne, Jr. for Reginald Brothers 

Question la. Dr. Brothers, historically, the Science and Technology Directorate 
struggled to get its footing in the Department, but seems to have made progress in 
recent years. 

How does the Department plan to address the unavoidable employee morale im- 
plications for workers impacted by the stripping of chem-bio risk assessment respon- 
sibilities from S&T? 

Answer. As stated previously, the morale of our employees is a priority for the 
Department. The Deputy Secretary is undertaking a number of initiatives to find 
innovative ways to engage employees, share employee ideas, and address concerns 
regarding transparency in hiring, promotion, and training opportunities. These prin- 
ciples will be practiced within the new CBRNE office. 

S&T’s workforce is committed to the Department’s missions and the Secretary’s 
Unity of Effort initiative. We anticipate minimal morale impact, but S&T leadership 
is committed to open and transparent communication with any affected staff to ad- 
dress concerns and mitigate any negative perceptions. Open communication 
throughout the included organizations and two-way information forums will also re- 
duce the risk to negative impact on morale. We are committed to helping our em- 
ployees achieve our mission through this new organization, and we will continue to 
support them and help them achieve their goals moving forward. 

S&T has initiated several broader morale initiatives which we believe will also 
mitigate any potential negative effects. We have established, for example, an Em- 
ployee Council with several subcommittees, all comprised of employees from a cross- 
section of the S&T to develop solutions and improved procedures in key areas of our 
business. 

Question lb. How will losing the risk assessment component of its work affect 
S&T’s chem-bio R&D responsibilities? 
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Answer. The Terrorism Risk Assessments and Biodefense Knowledge Center are 
integrated elements of S&T’s Chemical and Biological Defense R&D portfolio and 
help inform projects dealing with emerging and future threats. With the proposed 
move to a new CBRNE office, certain changes and additional coordination will need 
to be made to ensure the continued operation and success of the R&D portfolio. S&T 
would work closely with the proposed CBRNE office to ensure that S&T’s needs for 
longer-term assessments are still met. 

Question Ic. If DHS expanded its bio-surveillance capability, how would it ensure 
its efforts do not duplicate those performed by other agencies, such as the Depart- 
ments of Health and Human Services, Agriculture, the Interior, and the Environ- 
mental Protection Agency? 

Answer. As stated previously, this CBRNE reorganization is focused on making 
smart choices in consolidating DHS headquarters functions to address threats. The 
goal is not to change the scope of our biosurveillance capability, but rather to be 
better able to adapt and adjust to threats as they evolve. The reorganization should 
not cause any duplication of efforts performed by other agencies, and biosurveillance 
activities will continue to be coordinated with other Federal agencies through estab- 
lished mechanisms like working groups, interagency policy committees, and require- 
ments generation activities. We believe the CBRNE office will help to strengthen 
and streamline interagency relationships and collaboration to advance the DHS 
CBRNE agenda, by creating one place in DHS headquarters where all Federal agen- 
cies can go to find the right expertise on CBRNE-related issues. 

Questions From Honorable Sheila Jackson Lee for Reginald Brothers 

Question 1. Dr. Brothers, the Science and Technology Office over the course of its 
existence had difficulty developing a Federal laboratory testing process that certifies 
technology for its ability to perform as needed. You have an exceptional background 
in science and technology which includes extensive experience in the management 
of DOD laboratories. 

What have you been able to do to improve the laboratory accreditation and testing 
process? 

Answer. S&T is responsible for research, development, testing, and evaluation in 
DHS. To assist the under secretary in fulfilling responsibilities for test and evalua- 
tion, the Secretary delegated authorities to the director of operational test and eval- 
uation (DOT&E). The DOT&E has well-established procedures for supporting pro- 
gram development of realistic operational tests. However, this type of testing typi- 
cally occurs late in the acquisition process, after initial production has begun, in 
order to approve proceeding to full rate production. It has been our observation that 
a key determinant of successful acquisition is ensuring the program properly sets 
the conditions to begin initial production. We continue to work with our partners 
in the DHS management directorate and in DHS components to improve early en- 
gagement and strengthen acquisition processes by involving S&T in developmental 
testing and evaluation activities, and providing systems engineering support for as- 
sessment of technical risks. If you are interested in more information, we would be 
happy to provide you or your staff a more in-depth briefing on the subject. 

Question 2. Has the Office of Science and Technology been able to compete for and 
recruit the top talent you need? If no, why not? 

Answer. Human Resources S&T managers have used a variety of hiring authori- 
ties to attract qualified applicants. For example, S&T makes optimal use of Home- 
land Security Act of 2002 Section 307 to hire eminent experts in science and engi- 
neering under the Administratively Determined (AD) hiring authority, with 27 AD 
employees on-board now or in the application pipeline. We also use the Intergovern- 
mental Personnel Act authority to augment our ability to obtain experts in science 
and engineering for temporary appointments. S&T has also utilized a host of short- 
term detail assignments, both reimbursable and non-reimbursable, to be able to ac- 
quire individuals with specific program-related skills and experience when needed. 

Question 3. Is there something that the committee can do to improve the ability 
of your office to identify technology needs and to inform the committee on what in- 
novations are needed but are not currently available? 

Answer. S&T appreciates that Congress has been supportive of the organization 
and the need in the Department for wider use of better technology. Through Unity 
of Effort-focused bodies like the Deputy’s Management Action Group and Joint Re- 
quirements Council, S&T has made great strides to draw closer to the components 
and more effectively identify and address their technology gaps and needs. New 
S&T efforts underway such as the Targeted Innovation Technology Acceleration 
Network (TITAN) along with enduring efforts such as the Centers of Excellence are 
ensuring that S&T connects the Homeland Security Enterprise to innovation com- 
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munities in small businesses, at universities, and elsewhere around the country and 
abroad. As S&T continues to implement new and better ways to deliver innovative 
solutions, we will also continue to work with Congress to keep Congress informed 
of the progress we are making. If you, or your staff, are interested in more informa- 
tion on S&T’s vision for the future of the organization, we would be happy to pro- 
vide a more in-depth briefing on the subject. 

Questions From Honorable Sheila Jackson Lee for Huban A. Gowadia 

Question 1. Dr. Gowadia the 18th Congressional District of Texas is located in the 
city of Houston. Houston is the Nation’s fourth-largest city, and has one of the larg- 
est ports in the Nation, an international airport and a complex State and inter-State 
highway system. 

As you know, nuclear threats may involve taking radiological materials that are 
used for beneficial medical or industrial purposes such as fuel or spent fuel for a 
nuclear power plant, radiological material used in diagnosis or treatment of pa- 
tients, or industrial material. The tracking and management of these materials 
would be of importance to National, State, and local authorities. 

Should the materials come under the control of terrorists could they be combined 
with an explosive device? 

Answer. If stolen or otherwise acquired radiological materials came into the pos- 
session of a terrorist, it is possible they could be used in an explosive radiological 
dispersal device, otherwise known as a “dirty bomb.”^ Such a bomb uses conven- 
tional explosive to disperse radiological material. 

Question 2. Could a weapon like this contaminate a large area while also exposing 
people to immediate and long-term health risks? 

Answer. It is extremely difficult to design a dirty bomb that would deliver radi- 
ation doses high enough to cause acute radiation health effects or fatalities in a 
large number of people. Near-term injuries from a dirty bomb would primarily occur 
from the heat, debris and force of the conventional explosion used to disperse the 
radioactive material, affecting only individuals close to the site of the explosion.^ In 
addition, however, a dirty bomb is expected to have economic and behavioral health 
consequences. For example, radioactive contamination from a dirty bomb could deny 
use of the area and necessitate an expensive clean-up, thereby causing a disruption 
to lives and commerce. It would also likely cause anxiety to those in the immediate 
and surrounding areas who believe believed they had been exposed to radiation.® 

The long-term health effect of exposure to radiation from a dirty bomb is the ele- 
vated risk of developing cancer later in life, commensurate with the level of radi- 
ation dose incurred, although the risk is limited.’^ 

Question 3. What can be done to track the use and disposal of radiological mate- 
rials found in industrial, research, and medical devices that could pose a threat if 
obtained by terrorists? 

Answer. To monitor the use and disposal of radiological materials found in indus- 
trial, research, and medical applications, the U.S. Nuclear Regulatory Commission 
(NRC) uses the National Source Tracking System (NSTS), a secure web-based data- 
base that tracks Category 1 and 2 radioactive sources® regulated by the NRC and 
the Agreement States.® NSTS tracks data spanning the life cycle of the source from 
manufacture through shipment receipt, to decay, and burial. This system fulfills the 
U.S. Government’s commitment to implement a National source registry, as de- 
scribed in the Code of Conduct on the Safety and Security of Radioactive Sources, 
which the International Atomic Energy Agency (IAEA) issued in January 2004.'^ 

Questions From Honorable Donald M. Payne, Jr. for Alan D. Cohn 

Question 1. If Congress were to approve the reorganization proposal, what specific 
steps would the Department take to limit the negative impact on employee morale? 


1 National Academies and U.S. Department of Homeland Security, Radiological Attack: Dirty 
Bombs and Other Devices. Washington, DC (2004), 1. Retrieved from http:! Iwww.dhs.gov ! 
publication / radiological-attack-fact-sheet. 

2 Ibid. 

3 Ibid. 

-I Ibid. 

® International Atomic Energy Agency, Categorization of Radioactive Sources, Safety Guide 
No. RS-G-1.9 (2005). 

^Nuclear Regulatory Commission Agreement State Program, http:! I www.nrc.gov I about-nrc I 
state-tribal i agreement-states.html (June 30, 2015). 

International Atomic Energy Agency, Code of Conduct on the Safety and Security of Radio- 
active Sources. Vienna, Austria. (2004) 6. Retrieved from http: i j www-pub.iaea.org j MTCD j 
publications (PDF j code-2004 web.pdf. 
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Answer. Reorganization of DHS’s headquarters CBRNE functions is an oppor- 
tunity to improve morale across the Department’s CBRNE functions. Employee mo- 
rale is enhanced in any organization when: 

• Mission responsibility is clearly defined and matched with appropriate author- 
ity; 

• The leadership structure is lean and sensible; 

• The organization’s leaders are held accountable for excellence and hold their 
subordinates accountable for excellence; 

• The organization recruits, trains, and focuses on retaining top talent, creates 
progressive opportunities for advancement into either leadership or senior tech- 
nical positions, and ensures a robust interchange of personnel and information 
between headquarters entities, the Department’s operating components, and the 
Department’s external stakeholders. 

Reorganization gives the Department and the leaders of the Department’s CBRNE 
functions the opportunities to implement or enhance these elements. 

Question 2. Two years into the realignment, what should this committee be look- 
ing for, in the way of metrics, to know whether it was a success? 

Answer. The Department has put forward a set of goals for the proposed consoli- 
dation of its CBRNE headquarters functions, which provide the foundations for out- 
comes and metrics such as the following: 

• Provide Clear Roles and Responsibilities for DHS HQ and Operating Compo- 
nents. — The Secretary has formally delegated CBRNE-related authorities and 
designated CBRNE-related responsibilities, and DHS headquarters offices and 
operating components publicly identify and rely on the DHS CBRNE head- 
quarters office for those responsibilities assigned to the CBRNE office. 

• Enable DHS to Formulate and Communicate Consistent Departmental Positions 
on CBRNE Issues. — Department offices and operating components, interagency 
partners, external stakeholders, and Congress consistently identify the CBRNE 
office as the source for consolidated, integrated, and sensible CBRNE-related 
Departmental positions on CBRNE issues. 

• Provide DHS the Ability to Effectively Structure, Oversee, and Execute Major 
CBRNE-Related Acquisitions. — The CBRNE office, working with the relevant 
component Chief Acquisition Executives, the DHS Management Directorate, the 
DHS Joint Requirements Council and Investment Review Board, and the De- 
partment’s overall governance bodies (i.e. the Deputy’s Management Action 
Group and the Senior Leadership Council), has ensured that all CBRNE-related 
programs on the DHS Major Acquisition Oversight List are properly aligned to 
mission, have clearly-defined joint requirements responsive to operational 
needs, are funded at the levels specified in their acquisition program baselines, 
and are performing at the level anticipated in their program designs. 

These or similar metrics can serve as effective proxies for the success of the con- 
solidated DHS headquarters CBRNE office. 

Question 3. The proposed consolidation for the CBRNE office appears a bit lop- 
sided. The CBRNE office will do R&D for radiological and nuclear activities, but 
S&T will keep researching chemical and biological technologies. 

Does the Department anticipate requesting future reorganizations to further align 
CBRNE R&D functions? 

Answer. As a private citizen, I do not know and cannot speculate on whether the 
Department anticipates requesting future reorganizations of the Department’s 
CBRNE R&D functions. As discussed at the hearing, it is difficult to say with cer- 
tainty whether the current R&D model for radiological and nuclear activities, the 
current R&D model for chemical and biological activities, or a third model, is best- 
suited to ensuring effective mission execution and guarding against the failure of 
major systems acquisitions. However, this is an answerable question, and Congress 
and the Department should actively seek that answer. For that reason. Congress 
should mandate that the Department assess the effectiveness of each of these mod- 
els, and should mandate than an independent study be conducted by an organiza- 
tion with familiarity with these models as well as those of other Federal depart- 
ments and agencies and corporate entities. Congress can then revisit this last 
CBRNE-related organizational question once both the Department and an inde- 
pendent organization have completed their review. 

Question 4a. There are concerns about how the CBRNE reorganization would af- 
fect the existing relationships that OHA, S&T, and DNDO have with stakeholder 
groups. 

Under the reorganization, how does the Department envision sustaining relations 
with stakeholder groups? 

Question 4b. For example, if the assistant secretary determined that the BioWatch 
program no longer aligned with the current threat picture and decide to nix the pro- 
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gram, how would the Department go about sustaining its partnerships with the 
State and local public health officials who participated in BioWatch? 

Question 4c. Similarly, how does the Department expect Federal interagency rela- 
tionships to be affected by the reorganization? 

Answer. As a private citizen, I do not know and cannot speculate about the De- 
partment’s plans for how a consolidated CBRNE organization would interact with 
its partners and stakeholders. However, consolidation of the Department’s head- 
quarters CBRNE functions provides the opportunity to enhance the Department’s 
relationships with those partners and stakeholders. Consolidation of these functions 
allows the Department to make decisions concerning its portfolio of CBRNE pro- 
grams and activities in a consolidated, integrated, and transparent way. Consolida- 
tion also provides a single senior official with true responsibility and authority 
across the Department’s CBRNE headquarters responsibility to serve as the senior 
point of contact for the Department’s partners and stakeholders, and the spokes- 
person for the Department with respect to external partners and stakeholders. So, 
for example, should the Department decide that a specific program — or approach for 
executing a program — is no longer sound, the Department would need to make such 
a decision and determine the best path forward in conjunction with its interagency 
and non-Federal partners and stakeholders. A single DHS headquarters CBRNE of- 
ficial, working together with the Department’s leadership and the Department oper- 
ating components that maintain the operational relationships with the relevant 
partners and stakeholders, would better enable the Department to enhance its 
stakeholder engagement in such a situation. 

Questions From Honorable Donald M. Payne, Jr. for Warren Stern 

Question 1. If Congress were to approve the reorganization proposal, what specific 
steps would the Department take to limit the negative impact on employee morale? 

Answer. Response was not received at the time of publication. 

Question 2. Two years into the realignment, what should this committee be look- 
ing for, in the way of metrics, to know whether it was a success? 

Answer. Response was not received at the time of publication. 

Question 3. The proposed consolidation for the CBRNE office appears a bit lop- 
sided. The CBRNE office will do R&D for radiological and nuclear activities, but 
S&T will keep researching chemical and biological technologies. 

Does the Department anticipate requesting future reorganizations to further align 
CBRNE R&D functions? 

Answer. Response was not received at the time of publication. 

Question 4a. There are concerns about how the CBRNE reorganization would af- 
fect the existing relationships that OHA, S&T, and DNDO have with stakeholder 
groups. 

Under the reorganization, how does the Department envision sustaining relations 
with stakeholder groups? 

Answer. Response was not received at the time of publication. 

Question 4b. For example, if the assistant secretary determined that the BioWatch 
program no longer aligned with the current threat picture and decide to nix the pro- 
gram, how would the Department go about sustaining its partnerships with the 
State and local public health officials who participated in BioWatch? 

Answer. Response was not received at the time of publication. 

Question 4c. Similarly, how does the Department expect Federal interagency rela- 
tionships to be affected by the reorganization? 

Answer. Response was not received at the time of publication. 

Questions From Honorable Donald M. Payne, Jr. for Rick “Ozzie” Nelson 

Question 1. If Congress were to approve the reorganization proposal, what specific 
steps would the Department take to limit the negative impact on employee morale? 

Answer. Response was not received at the time of publication. 

Question 2. Two years into the realignment, what should this committee be look- 
ing for, in the way of metrics, to know whether it was a success? 

Answer. Response was not received at the time of publication. 

Question 3. The proposed consolidation for the CBRNE office appears a bit lop- 
sided. The CBRNE office will do R&D for radiological and nuclear activities, but 
S&T will keep researching chemical and biological technologies. 

Does the Department anticipate requesting future reorganizations to further align 
CBRNE R&D functions? 

Answer. Response was not received at the time of publication. 
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Question 4a. There are concerns about how the CBRNE reorganization would af- 
fect the existing relationships that OHA, S&T, and DNDO have with stakeholder 
groups. 

Under the reorganization, how does the Department envision sustaining relations 
with stakeholder groups? 

Answer. Response was not received at the time of publication. 

Question 4b. For example, if the Assistant Secretary determined that the 
BioWatch program no longer aligned with the current threat picture and decide to 
nix the program, how would the Department go about sustaining its partnerships 
with the State and local public health officials who participated in BioWatch? 

Answer. Response was not received at the time of publication. 

Question 4c. Similarly, how does the Department expect Federal interagency rela- 
tionships to be affected by the reorganization? 

Answer. Response was not received at the time of publication. 
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